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1 executive summary

Last year, SSA paid over $400 billion to 51 million aged and disabled persons and their dependents; processed 6 million claims; issued 16 million social security cards for work and other purposes; and mailed 24 million Social Security Statements to workers listing their earnings and the estimated benefits they could receive.  In addition to individual customers, SSA works with business partners to acquire information and resources needed to administer its programs.  SSA recognizes the advantages of providing its individual and business customers multiple channels for conducting business.  It believes that the Internet can effectively reduce its costs and workloads, satisfy its customers’ expectations for more service options, and meet executive and legislative mandates for electronic service, such as those found in the 1998 Government Paperwork Elimination Act (GPEA).  

While the Internet offers many potential benefits to the SSA, there are also risks associated with moving transactions from paper to electronic formats.  For example, the SSA has identified the following three risks associated with electronic transactions:

· Improper Disclosure of Personal Information in SSA Records.  Some of the electronic transactions being considered would enable access to personal information in SSA records.  These records are protected by the Privacy Act and their disclosure would usually require written consent by the record subject.  Effective user authentication will be necessary to protect individuals, whose records we are required to safeguard, from potential personal or financial harm due to improper disclosure of their personal information, and Agency personnel from Privacy Act violations.

· Program Fraud or Other Illegal Acts.  Other electronic transactions may permit direct access to SSA systems, which could allow users to add or change information in SSA records.  This could result in initiation, change or redirection of payments, or in the illegal assignment or use of social security numbers.  Harm could spread to other agencies if incorrect data in SSA’s records were used by such agencies to determine eligibility for their programs.  Effective user authentication will also be necessary to control risk and prevent potential loss of program dollars or liability for furnishing incorrect data, etc. 

· Image.  SSA has earned a reputation for protecting the confidentiality of information in its records and for providing efficient, accurate service to the public.  While in actuality, the transaction risk may be low, the public’s perception of that risk may be too high to permit deployment.  

The DST Team was tasked with helping SSA assess the magnitude of these three risks and select the most appropriate user authentication method to mitigate as much risk as possible while enabling the service or transaction under consideration.  In particular, DST was tasked with developing a methodology that will allow SSA to:

· Assess electronic transactions planned for public access through the Internet or the telephone for possible degree and probability of harm to the Agency, its programs and/or the public if unauthorized individuals gain access to SSA information and systems;  

· Select appropriate methods for authentication and related controls based on the degree and probability of risk compared with the benefit or value of the transaction; and

· Evaluate the effectiveness of those methods.

The DST Team believes that the set of tools it has developed, the process that has been defined to apply those tools, and the background research documented in this report satisfy SSA’s requirements as described above.  The main findings of this project are summarized below in response to the list of deliverables requested by SSA.

Best Practices

The DST Team examined the authentication and transaction risk management practices of several commercial and government organizations.  Its conclusion is that very few organizations—if any—conduct risk assessments that are focused on the authentication component of individual Internet transactions.  However, organizations do perform analyses of their current authentication methods as part of more general risk assessments.  The Team’s research indicates that there are several key factors that are common to successful general risk assessments.  These factors have been included in the DST Team’s analysis of different authentication methods.

Another important finding is that most organizations currently use PINs and/or passwords for authentication.  The reason for this choice is that, until quite recently, passwords have been the only cost effective method that is compatible with web browser technology.  However, our analysis shows that a number of other options, particularly software-based client keys (based on public-private key technology), are becoming technically mature, increasingly common, and much cheaper to implement.
Risk Assessment Model/Methodology

The DST Team has successfully developed a risk assessment model, called the Electronic Transaction Risk Assessment Methodology (ETRAM), that can be used to assess the authentication risk for a transaction in any medium.  By combining this model with both a process component based on current SSA and industry risk assessment practices, and an information collection component based on the specific policy and operational concerns of SSA, the DST Team has produced a complete methodology.  Feedback from SSA and results from testing indicate that the ETRAM offers SSA both qualitative and quantitative improvements in the speed and consistency of its risk assessments.

An important discovery during the development of the ETRAM was that risk assessments are a powerful tool for institutionalizing a systematic review of transaction architectures and thereby promote greater corporate ownership of the final solution.  For this reason, the DST Team made reviewing and recording the transaction architecture an integral part of its methodology so that SSA could maximize its benefits from this discovery.

In addition, the ETRAM can be utilized as a corporate tool for initiating the process of understanding and then reacting to Authentication Risk in indirect transactions.  Its strength lies in the process it defines and the working aids that it uses to help the stakeholders in a given transaction come to a common understanding of the risks the transaction poses to SSA.

A major goal for this ETRAM is to help SSA satisfy the requirements of the Office of Management and Budget (OMB) implementation guidance for GPEA.  Specifically, this ETRAM provides SSA with a process for responding to Part 1, Section 3 of OMB’s GPEA guidance, which states: 

For each agency information system…consider relative costs, risks, and benefits given the level of sensitivity of the process(es) that the system supports.  Agency considerations of cost, risk, and benefit, as well as any measures taken to minimize risks, should be commensurate with the level of sensitivity of the transaction.

The guidance further requires each agency to:

Indicate whether further risk management measures are appropriate…[and] where such measures are appropriate, indicate when and how a combination of information security practices, authentication technologies, management controls, or other business processes for each application will be practicable.

The ETRAM requires the SSA personnel to first agree upon and document, in narrative and graphical form, the transaction being assessed.  It then guides them through a comprehensive consideration of the risks and benefits--including those identified in GPEA guidance described above--of the transaction to the SSA and its customers and provides a structured mechanism for recording the results.  This information is then used to determine the inherent qualitative risk that a compromise of a transaction authentication process poses to the SSA and its customers.  Finally, the qualitative risk is used to identify an appropriate, commercially available product or technique for mitigating that risk.  The DST Team believes that the output of this project provides the SSA with the tool it needs to respond to OMB’s GPEA guidelines.
Authentication Methods and Related Controls

The following five Tables summarize the results of our analysis of authentication methods.  The first Table examines the risks associated with several Web-based protocols.  The second Table looks at the specific risk of user/client misidentification for these same protocols as a function of different authentication mechanisms.  The third Table provides a rough estimate of the costs associated with these mechanisms. The latter two Tables examine the risks associated with authentication via telephone and U.S. Postal mail, respectively.  

Table 1: Web (HTTP) Access Risk Model – Protocol Risk Summary

Risk Issue
HTTP only

No SSL
SSL-Secured No Certificates
SSL-Secured Server Certificate Only
SSL-Secured Both Server & Client Certificates

False identity of the client/user
VERY HIGH
VERY HIGH
VERY HIGH
LOW

False identity of the server/agency
HIGH
HIGH
LOW
LOW

Unauthorized viewing of data
HIGH
MEDIUM
LOW
LOW

Unauthorized modification of data
HIGH
MEDIUM
LOW
LOW

Table 2: Risks of User/Client False Identity

Application Level End-to-End Mechanism
HTTP only No SSL
SSL-Secured No Certificates
SSL-Secured Server Certificate Only
SSL-Secured Both Server & Client Certificates

None
VERY HIGH
VERY HIGH
VERY HIGH
LOW

Reusable Password
HIGH
MEDIUM
LOW
LOW

Use Once Password
HIGH
MEDIUM
LOW
LOW

SW One Time Password
MEDIUM
MEDIUM
LOW
LOW

HW One Time Password
MEDIUM
MEDIUM
LOW
LOW

Biometrics
HIGH
MEDIUM
LOW
LOW

Table 3. Cost Categorization of Alternate Internet Authentication Methods

SSL with Server Certificate and One of the Following User/Client Authentication Mechanism
Estimated Annual Cost to Agency  Per End User

User Password
LOW (between $2 and $10)

SW Generated One-Time Password
LOW (between $2 and $10)

Client Certificate SW Key Protection
LOW (between $2 and $10)

HW Generated One-Time Password
MEDIUM (between $10 and $50)

Client Certificate HW Key Protection 
MEDIUM (between $10 and $50)

Client Certificate SW Key Protection and Biometrics Device
HIGH (between $50 and $100)

User Client Certificate –  HW Key Protection and Biometrics Device
VERY HIGH (over $100)

Table 4: Telephone Risk Summary

Risk Issue
Basic Four C/R
Multiple Random C/R
Multiple Random C/R and        Caller ID or Dial Back
Dial Back or     Caller ID
Educate Staff and Disable Unneeded Voice Mail

False identity of caller; caller initiated
HIGH
LOW
VERY LOW
MEDIUM
MEDIUM

False identity of unknown customer; SSA initiated
HIGH
LOW
VERY LOW
MEDIUM
MEDIUM

False identity of known customer; SSA initiated
MEDIUM
LOW
VERY LOW
MEDIUM
MEDIUM

Table 5: Postal Mail Risk Summary

Risk Issue
First-Class Mail
Certified Mail with Return Receipt
Registered Mail with Return Receipt
Restricted Mail

Delivery to wrong address
HIGH
MEDIUM
MEDIUM
LOW

Delivery to wrong person
HIGH
MEDIUM
MEDIUM
LOW

The main findings from these Tables can be summarized as follows:

· Internet connections based on either HTTP alone or a Secure Sockets Layer (SSL) connection without server certificates are quite risky.  The greatest risk lies in the potential for user/client misidentification.  If the SSL connection is based on server authentication only, the risk of client misidentification remains very high unless a password or client certificate is used.  

· The most secure approach in all cases is to establish an SSL connection using both server and client certificates.  However, use of a password in conjunction with a server certificate is an equally secure method of authentication for most cases.

· User-generated passwords, software-generated one-time passwords, and software-based client certificates are all low cost methods of authentication.  Hardware-generated one-time passwords and hardware-generated client certificates (e.g. smart cards) are moderately expensive but their costs are dropping rapidly.  Authentication methods relying on biometrics are clearly more expensive that the other approaches, although the costs of these methods are also dropping quickly.

· Telephone-based authentication methods can be either quite secure or fairly risky depending on the approach taken.  The most robust strategy is to utilize multiple random challenge/response queries in conjunction with Caller ID or Dial Back.

· Postal mail authentication methods vary in the level of risk they carry.  The safest approach is to utilize restricted mail.  Standard first-class mail carries a high risk because there is no guarantee that the letter or package was actually sent to the correct address and/or was received by the correct person.

Demonstration of Risk Assessment Methodology

One of the requirements of this project was to test our Risk Assessment Methodology against three SSA transactions.  To do this, the outputs of the ETRAM for each transaction were compared with those of a control group of SSA staff.  These tests were scheduled to occur every few weeks through the duration of the study.  However, due to the compressed timeline of this project, and the complexities involved in developing the methodology from scratch, the methodology that was tested on the first two transactions was not the same as the final methodology that was tested successfully on the 3rd transaction. Instead, the final version of ETRAM was applied to the normalized post-hoc results of the first two transaction tests in order to check the model output against the control group.  In this manner, the DST Team was able to verify that that the ETRAM’s output for the first two transactions matched the success of the third test.

The DST Team found the process used in this project to be quite helpful in the development of its Risk Assessment Methodology.  The ETRAM was modified several times in response to feedback received during the first two tests of the model.  These inputs were invaluable in helping the DST Team refine both its underlying risk model and the tools that were used to actually conduct the risk assessments.  Although additional improvements to the ETRAM can be made (recommendations for next steps are provided in Chapter 9), the results from the final test of methodology show that the ETRAM is a useful tool for helping SSA determine the risks associated with electronic transactions.

Results Measurement

In its Statement of Work, the SSA directed the DST Team to recommend appropriate metrics and other techniques for measuring the effectiveness of authentication methods with examples for how they might be applied.  A detailed discussion of authentication methods and metrics was provided in the section on “Authentication Methods and Controls.”  An examination of the current “state-of-the-art” in both industry and government was provided in the section on “Best Practices.”  

Finally, the DST Team recommends that the SSA re-validate the effectiveness of a given authentication mechanism in the following situations:

· Immediately following any significant infrastructure configuration change (e.g., hardware upgrades or additions, software or application changes or upgrades, etc.) that could affect its level of information security;

· Immediately following any significant change (e.g., remodeling/renovation, new environmental support or access control systems, reconstruction following a fire or similar destructive event, etc.) to the physical plant supporting the infrastructure that could affect physical or environmental security;

· Immediately following any indication that either the SSA’s internal information security level, or the threat environment (either external or internal) has or will change significantly; or 

· If a periodic review has not been conducted within some fixed period of time (generally one to two years).  

Conclusion

The DST Team would like to acknowledge the Social Security Administration’s foresight in calling for a comprehensive methodology for risk assessment to achieve compliance with OMB’s GPEA guidance.  To our knowledge, the SSA is the only organization that has created the tools for performing risk assessments that are focused specifically on electronic transaction authentication methods before their deployment.  We believe that the methodology and tools developed in this project will be applicable to a variety of applications throughout the SSA--and may prove highly useful to other agencies within the Federal Government.   

2 Introduction

2.1 Background

On March 23, 2000, the Social Security Administration (SSA) issued a request for proposals to execute a Task Order (TO) under the General Services Administration (GSA) Access Certificates for Electronic Services (ACES) contract vehicle.  The TO was entitled "Electronic Transaction Risk Assessment" (ETRA) and in its Statement of Work (SOW), identified the following problem:

Last year, SSA paid over $400 billion to 51 million aged and disabled persons and their dependents; processed 6 million claims; issued 16 million social security cards for work and other purposes; and mailed 24 million Social Security Statements to workers listing their earnings and the estimated benefits they could receive.  

In addition to individual customers, SSA works with business partners to acquire information and resources needed to administer SSA's programs; e.g., employers who furnish over 265 million wage items to update to workers’ earning histories; doctors and other health care providers to obtain millions of pages of medical evidence; vendors to purchase expert advice, employee training services, information technology, and other resources; other agencies who exchange beneficiary payment and eligibility information with us; etc.

SSA recognizes the advantages of providing our individual and business customers multiple channels for conducting business with us.  We believe the Internet and automated telephone features are additional channels which can effectively reduce our costs and workloads, satisfy our customer’s expectations for more service options, and meet executive and legislative mandates for electronic service.  

We also recognize risk may increase as organizations conduct business electronically.  As we move to providing additional services over the Internet and the telephone, we will be dealing with a large user population, and many of these users will be difficult to identify due to the infrequency of contact and the lack of knowledge about them.

SSA identified three major electronic transaction risk concerns:  

· Improper Disclosure of Personal Information in SSA Records – Some of the electronic transactions being considered would enable access to personal information in SSA records.  These records are protected by the Privacy Act and their disclosure would usually require written consent by the record subject.  Effective user authentication will be necessary to protect individuals, whose records we are required to safeguard, from potential personal or financial harm due to improper disclosure of their personal information, and Agency personnel from Privacy Act violations.

· Program Fraud or Other Illegal Acts  –​ Other electronic transactions may permit direct access to SSA systems, which could allow users to add or change information in SSA records.  This could result in initiation, change or redirection of payments or in the illegal assignment or use of social security numbers.  Harm could spread to other agencies if incorrect data in SSA’s records were used by such agencies to determine eligibility for their programs.  Effective user authentication will also be necessary to control risk and prevent potential loss of program dollars or liability for furnishing incorrect data, etc. 

· Image – SSA has earned a reputation for protecting the confidentiality of information in its records and for providing efficient, accurate service to the public.  While in actuality, the transaction risk may be low the public’s perception of that risk may be too high to permit deployment.  

From ETRA TO responses, the SSA selected the DST Team comprising personnel from Digital Signature Trust (DST) and Computer Sciences Corporation (CSC).

2.2 Purpose

This report documents the results of the DST Team's execution of the SSA ETRA TO.  As required by the task order, these results summarize:

· The best practices of leading organizations engaged in Information Technology (IT) risk assessments;

· The SSA's current ETRA practices and how they compare to the general best practices;

· The operation, usability, and strength of available techniques for authentication of customers through the Internet, the Public Switched Telephone Network (PSTN), and the United States Postal Service (USPS); and

· The ETRA Methodology (ETRAM) and associated implementation tools developed under this task order.

2.3 Scope

As required by the ETRA TO, only those issues associated with authenticating the identity of a user who is interacting remotely with SSA—specifically using the Internet, telephone or USPS mail—have been considered during this effort.  The focus has been on developing an ETRAM that provides SSA with the ability to determine the qualitative risk of attacks against the authentication process of a transaction.  A secondary focus was to correlate this qualitative risk with the available techniques and products for mitigating authentication risk in the three media.

Document Organization

The body of this document consists of eight chapters:

· Chapter 1 provides an executive summary of key characteristics of the ETRAM.

· Chapter 2 provides an introduction to the ETRA project.

· Chapter 3 provides a detailed overview of the work done under the ETRA project.

· Chapter 4 documents the practices currently used by the SSA to determine the degree of authentication required for in-person transaction.

· Chapter 5 documents the common practices of other organizations with successful security risk management programs.

· Chapter 6 documents the approach developed for this project to categorize the strength of commercially available authentication technologies for the Internet, telephone, and USPS mail.

· Chapter 7 documents the technical model on which the ETRAM is based and describes how the model is realized and applied in the ETRAM tool.

· Chapter 8 documents the evolution of the ETRAM, including both descriptions of intermediate risk models and the observations and refinements that resulted from testing intermediate versions of the ETRAM against existing SSA transactions.

· Chapter 9 provides recommendations for improvements to the methodology and tools developed in this project.

There are three appendices: 

· Appendix A – Acronyms.

· Appendix B –ETRAM Transaction Survey.

· Appendix C –Additional Details of the Common Practices Analysis.

3 Overview

The primary SSA objective in issuing the ETRA TO was to have a methodology developed for assessing the risk associated with each transaction that is made available via the Internet, telephone, or USPS mail.  The common characteristic of these three media is that there is no direct contact between the customer and a SSA representative; consequently, the authentication process must be explicit, rather than implicit, as it often is when there is direct interaction.  Consistent with the requirements of the ETRA TO SOW, the DST Team adopted an approach based on:

· A process of discovering the risk model that is appropriate for the SSA technical and political environment, 

· Prototyping an ETRAM based on that model, and 

· Testing and refining the tool and the model against actual SSA transactions.  

The following sections will describe the specific activities undertaken by the DST Team for each step described above.

3.1 Research

The fundamental goal of the research phase was to develop the Security Risk Model (SRM) that best reflected the SSA’s concerns and constraints regarding remote customer authentication for SSA transactions.  Based on the SOW’s requirements, the DST Team executed the following tasks:

Identify and document common, successful, IT Security Risk Assessment practices in other large enterprises

Although few organizations are currently conducting systematic ETRAs to select among multiple possible authentication mechanisms for Internet transactions, there are many that do conduct security risk assessments of their IT systems to ensure that they are not exposed to unnecessary risk as they evolve towards conducting business over the Internet.  The purpose of this task was to examine the processes used by these organizations and search for common practices among the most successful ones.  When possible, these practices were incorporated into the ETRAM.

Identify and document existing SSA practices

To ensure that users would understand and accept the ETRAM, it was crucial that it have a recognizable basis in the existing practices and security concerns of the SSA while adapting and evolving to react to the additional issues and opportunities presented by remote customer authentication technologies.  The purpose of this task was to document the processes used by the SSA to manage the security risks of existing direct-contact transactions and identify the practices that could be applied to the ETRAM.

Identify and document authentication techniques for Internet, Telephone and USPS Mail transactions

The previous two tasks concentrated on developing the foundation for assessing authentication security risks to electronic transactions at SSA. The goal of this task is to develop the foundation for selecting a mechanism that mitigates the authentication security risks to a specific transaction.  The objective was to identify the existing technologies for authentication in each of the remote access media.  This would allow the DST Team to create a scale for rating the confidence with which each technology could establish the identity of a remote customer was then developed for each medium and used to rate each technology studied.

3.2 Prototype

During the prototype phase the DST Team used the SRM and remote authentication rating scales derived during the research phase to develop an ETRAM for identifying and mitigating security risks to SSA remote customer transactions.  The ETRAM that emerged consists of the following three-stage process, which is supported by working aids to define and guide the implementation of each stage.

Discovery

The discovery stage of the ETRAM determines the value of the information being collected, transferred, and stored by SSA.  In addition, the opportunity and motivation of potential adversaries to compromise the privacy, integrity, or availability of the information is evaluated.  The tool used for this stage is a detailed survey that is completed by the SSA personnel who are responsible for designing, implementing, and operating the transaction.

Analysis

The analysis stage uses the SRM to derive a Security Risk Level (SRL) for a transaction from the detailed information collected during the Discovery phase.  The tool used for the analysis phase is a scoring system for the answers to the Discovery survey that allows quantitative arithmetic operations (addition, multiplication, and division) to be used to derive the qualitative SRL.

Selection

The selection phase uses a simple table look-up approach based on the SRL and the transaction medium to identify the available techniques or technologies available to adequately mitigate the authentication risk for that medium.

3.3 Test and Refine

To verify that the ETRAM could accurately determine the SRL of a transaction relative to the specific concerns of the SSA, it was tested against three different SSA transactions and revised each time to more closely reflect the assessment returned by the existing time- and personnel-intensive SSA ETRA process.  To accomplish this goal, the DST Team used the following four-step test and refinement process: 

ETRAM Assessment of the Transaction

The transaction is assessed using the tools and processes of the ETRAM, which yields an SRL and a candidate authentication technique.

Existing ETRA Process Assessment of the Transaction

The transaction is assessed using the existing SSA ETRA process, which yields an expression of SSA's preferred authentication technology or technique in the specific transaction media.

Identification and Analysis of Discrepancies

The results of the ETRAM and the existing SSA ETRA process are compared using the SSA ETRA process as the authoritative answer to validate the ETRAM answer.  If the SSA ETRA process and ETRAM answers differ, the SSA personnel who participated in the ETRA process are interviewed to determine how and why their assessment process yielded a different answer.

Revision of the ETRAM

Discrepancies between the ETRAM and the SSA ETRA process could be caused by flaws in either the SRM or the tools developed to facilitate the ETRAM.  Flaws in the SRM are identified and corrected first and the tools are then revised based on the new SRM.  The identified flaws in the tools are then compared to the revised tools and corrected if appropriate.

The test and refine process was executed against the following three transactions that the SSA is either offering or planning to offer over the Internet:

· The Internet Retirement Insurance Benefits (IRIB) Claim,

· The beneficiary Change of Address (CoA) form, and

· The Representative Payee Report (RPR). 

4 Current SSA Approach to ELECTRONIC Transaction Risk AssessmentS 

Since it was established, the SSA has been transacting business with individuals (primarily as Social Security beneficiaries) and with companies required to report annual wages of their employees and pay in the corresponding contributions to the Social Security Trust Fund.  As the SSA has been given responsibility for more programs, the number and range of transactions has also grown and the SSA has developed processes to plan and implement new transactions.  Among these processes are ones for determining the amount of confidence that the SSA must have in a customer's identity before allowing a transaction to proceed.

The SSA established the Authentication Working Group (AuthWG) to apply these processes to transactions that occur with customers interacting with SSA through the USPS (mail), the public switched telephone network (telephone), and the Internet. This chapter describes the approach used by the AuthWG to gather and analyze information about a transaction to determine how a customer's identity must be authenticated to permit the transaction.  The information on this approach was gathered through a series of interviews with members of the AuthWG.

4.1 The Information Gathering Process

The AuthWG comprises a core group of members from the following SSA Offices: Program, Privacy, General Counsel, Operations, and Electronic Services.  When necessary, this core group can call upon an extended pool of members with specialized knowledge of particular types of SSA processes or implementation technologies.  The goal of the AuthWG is to determine the appropriate level of authentication that must be used for a given transaction.  In cases where the available authentication techniques in the transaction media are weaker than required, the AuthWG works with the transaction owners to develop an approach that allows most of the transaction to occur through the chosen medium, while the authentication and any other sensitive elements of the transaction take place in a medium that supports the required authentication strength.  For example, allowing claim information to be entered on a Web form, but requiring the customer to mail in a signature form and accompanying documentation to complete the claim process.

The AuthWG gathers the information that it requires through a series of interviews with the people responsible for planning, implementing, and operating a remote access transaction (i.e., the transaction owners).  During these interviews, the AuthWG asks the transaction owners questions about:

· The planned architecture for implementing the transaction in the chosen media;

· The information that the transaction will display, including the SSA databases from which the information is derived; and

· The information that the transaction will collect, including the SSA databases in which the information will be stored (after validation).

4.2 Critical Factors in Determining Authentication Requirements

Using information collected from the transaction owners, the AuthWG then considers the following factors about the transaction:

The protection status of the information displayed or collected by the transaction.

· Is any of the displayed information taken from a system of records?
 

· Will any of the collected information be data stored in a system of records? 

The visibility of the transaction.

· Is the transaction being championed by an elected official?

· Is the transaction being championed by a senior SSA official?

· Is the transaction particularly interesting to the news media?

The harm that can occur if the transaction is compromised.

· Can information protected by the Privacy Act be revealed to anyone other than the subject of that information?

· Can the transaction be used for identity theft (i.e., stealing information that allows the attacker to successfully masquerade as the subject of the stolen information)?

· Can the transaction be used to establish a false claim for benefits (i.e., fraud)?

· Can the transaction be used to establish a false identity?

· Can a compromise of the transaction embarrass the SSA even if there is no actual harm?

· Could the transaction reveal information that would allow the subject of the information to be located (e.g., Could stalkers determine the address of their victim?)?

Based on the answers to these questions, the members of the AuthWG rely on their past experience to build up a picture of the amount of harm associated with a compromise of the authentication component of the transaction.  They then work together using an informal flaw hypothesis process to identify the most dangerous compromises possible and compare them to known authentication techniques to find the one that mitigates the most compromises.

The strengths of the AuthWG are that it fosters extensive cross-organizational cooperation and investment in the success of each transaction, and it provides a semi-formal architectural review of every transaction being developed for the Internet.  The weaknesses are that it is resource intensive and relies on the experience of specific individuals.  Consequently, it is not necessarily repeatable and reproducible.  Also, documenting the process requires that the AuthWG members invest additional time and energy.

5 Common Security Risk Management Practices 

5.1 Introduction

At the beginning of this study, the SSA provided a list of government agencies and private sector companies that they wanted us to examine.  The goal was to identify best practices for the selection of authentication mechanisms.  The DST Team conducted extensive research into current practices using its proprietary database on current and former clients (which included over a hundred organizations—including those provided by the SSA) to identify authentication selection methodologies and best practices.  Our initial research yielded 14 clients with potential relevant authentication methodologies so further research was conducted on these organizations.  The DST Team also conducted interviews with information assurance managers to make sure that there were no gaps or omissions from the current customer database.  Finally, additional research was conducted by utilizing industry publications and documents dealing with authentication and risk assessments. Surprisingly, our research found that none of the organizations we analyzed had performed an explicit analysis of authentication mechanisms.  However, the DST Team gathered information from two of its clients as a representation of the current state of affairs regarding Internet authentication selection.  These two case studies focused on the Department of Defense and a large international investment firm that supports both institutional and individual investors. Although their methodologies are emerging and do not qualify as “best practices,” these organizations do provide a clear insight into current common practices.

In addition to these cases, a wealth of information on the state of best practices in both the public and private sectors was gathered from the Government Accounting Office (GAO) publication Information Security Risk Assessment, Practices of Leading Organizations.  This report examined four organizations: a multinational oil company, a financial services company, a government regulatory organization, and a computer hardware/software company.  To validate the GAO report, we conducted two additional case studies on a large government agency and a large computer services company.  The names of these organizations have been withheld due to security concerns and contractual obligations.  Details on specific methodologies and tools used for each case study are included in Appendix C.

5.2 Scope

This section describes common practices for selecting an appropriate Web authentication mechanism.  It also describes relevant best practices used by successful businesses and agencies to determine transaction risk methods used to manage the risk, and tools used to support assessments.  Specific emphasis will be given to risk associated with authentication methodologies related to electronic transactions. 

5.3 Authentication in Electronic Transactions

Simply stated, authentication is used to verify the identity of a person.  Prior to the advent of electronic commerce, authentication was based primarily upon written signatures, which could be verified against a record of signature.  Stronger methods of signature authentication were developed, including verification by a witness or the signature and seal of a notary.  As technology has progressed, the issue of electronic authentication has become increasingly complex.  With the inherent anonymity of the World Wide Web, the issue of authentication has become critical to many aspects of day-to-day operations.  For example: 

· Authentication can verify the authenticity of software that is downloaded via Web browsers or passed via electronic mail (e-mail).

· A credible authentication mechanism is critical to the generation of reliable audit trails. 

· Authentication is required for non-repudiation in communications. 

· Authentication is inherent in preserving confidentiality. 

The methods of authentication fall into three general categories; something the user knows (passwords), something the user has (token/smart card), and something the user is (biometrics).

 Passwords are by far the most widely used method of authenticating users to a system. The software handles authentication; no extra hardware components are required. All of the organizations examined in the case studies used a password-based system for transactions, probably because initial deployment of such a system is often cheaper than other authentication mechanisms.  However, the operational cost of managing passwords grows non-linearly as the number of users increase.  Thus, the long-term costs for a password-based system may be equal to or greater than those associated with stronger authentication methods (see Chapter 6).  In addition, passwords are vulnerable for a number of reasons—among them:

· Users often pick poor passwords. 

· Users often compromise their password. 

· Passwords can be compromised by automated cracking tools.

· Passwords can be compromised in bulk at the server where they are stored. 

Token-based authentication methods have received increased interest by both commercial and government sectors.  Several token methods that have been developed include barcode or magnetic stripe based readers, Fortezza® Cards, Universal Serial Bus (USB) based tokens, and smart cards.  The latter three systems have the added advantage of having the ability to securely host X.509 based digital certificates, which makes it easier for the user to participate in the emerging Public Key Infrastructure (PKI).  There is significant industry and government interest in the ability of emerging PKI standards to significantly increase the security and strength of the current authentication infrastructure. One security drawback of smart cards is that, if a password is used to activate the card, it appears to be susceptible to some of the same vulnerabilities as password-based systems.  However, in addition to acquiring a user’s password, an intruder would also have to obtain the smart card itself.  This greatly reduces the risk of internal attacks or server-based attacks against an entire database of passwords.  The increased capability of smart cards has opened the possibility of using biometrics to activate the card, which would further increase the challenge facing a would-be intruder.

Biometrics authentication systems can use physical (facial features, features of the eye, fingerprints, and hand geometry) and behavioral (handwritten signatures, and voiceprints) biometrics identifiers.  Biometrics has been proven unique enough to provide reasonable proof of identity.  There are several weak points in the current biometrics authentication mechanisms; these vulnerabilities tie into the security of the input mechanism, the digital representation of the biometrics indicator, and the potential compromise of the biometrics indicators.

Token-based and biometrics-based authentication mechanisms are widely regarded as inherently more secure than passwords.  However, the lack of a common standard significantly increases the cost and risk of deployment and integration.  A cost-effective interim comprise is a software-based X.509 certificate.  This approach could provide increased security for a reasonable cost (see Chapter 6).  However, the benefits of the added security provided by this mechanism need to be balanced with the potential increase in overall system costs over less robust approaches  

The method and strength of authentication required for a specific transaction is directly tied to the methodology used to secure automated operations and electronic data.  In both the private sector and Federal Government, a risk-based approach has become the standard practice used to determine the proper level of security  

5.4 Basic Risk Assessment Principles

There are various models and methods for assessing risk; however, these approaches generally break down into two models: quantitative and qualitative.  A quantitative approach determines the level of risk based on the probability that a damaging event will occur, the costs of potential losses, and the cost of risk mitigation.  When reliable data is not available, a qualitative approach is generally taken by defining risk in more subjective terms, such as high, medium, and low.  Qualitative assessments depend more on the expertise, experience, and judgment of those conducting the assessment.  In the cases studied most organizations use a qualitative model.  However, in some cases, a combined qualitative/quantitative model was used.  There were no examples of a pure quantitative approach being used.  In all of the cases we studied, risk was determined using a formulaic composite of three primary variables: 

· Vulnerability – The strength/weakness of system defenses.

· Threat –The frequency/intensity/virulence of adversarial targeting.

· Value – The impact of single or multiple attack events, usually measured by cost of recovery and/or cost of damage repair.

All of the organizations we examined utilized common risk assessment methodologies, which generally included the activities listed below:

· Asset valuation – This includes information, software, personnel, hardware, and physical assets (such as the computer facility). The value of an asset consists of its intrinsic value and the near-term impacts and long-term consequences of its compromise. 

· Consequence of harm – The consequence assessment estimates the degree of harm or loss that could occur. 

· Threat identification – A threat is an individual or event with the potential to harm the system. Threats should be identified and analyzed to determine the likelihood of their occurrence and their potential to harm assets. 

· Status of mitigation defenses – Analysis should include an examination of the existing security measures. 

· Vulnerability analysis – Vulnerability is a condition or weakness in or absence of security procedures, or other controls that could be exploited by a threat.

· Likelihood assessment – Likelihood is an estimation of the chance of a threat happening. A likelihood assessment considers the presence, tenacity, and strengths of threats.

Once risk has been identified, organizations can respond in two ways:

· Acceptance of the risk – Risk falls within predefined accepted criteria; or
· Mitigation of the risk – Which can be addressed in two ways:

· Transference of the risk (e.g., insurance or indemnification by client.)

· Countering known threats/vulnerabilities via a risk-based security program
5.5 Common Practices for Internet Authentication Selection

One of the main findings of our research is that there are currently no best practices in existence for determining the proper selection of an Internet authentication method.  The primary reason for this is that technology and Internet standards for authentication methods have been evolving rapidly over recent years, so until recently institutions have had a limited number of cost effective options available.  User name and password has become the defacto standard because, until quite recently, there were few “affordable” options commonly available that were compatible with Web browser technology.  We expect this situation to change in the near future as new technologies mature and proliferate.  While the common practices listed below do not provide a firm basis for a proper selection of an Internet authentication method, they do provide insight into the current state of affairs.

Department of Defense (DoD): The DoD has a number of concerns about Internet transactions which on the surface may seem unique, but upon closer examination have some commonality with problems faced by other government and commercial institutions.  The Internet provides DoD with a powerful tool to convey information quickly and efficiently on a broad range of topics relating to its activities, objectives, policies and programs.  However, these considerable benefits must be carefully weighed against the potential risk to DoD Operational Security (OPSEC) and Information Security (INFOSEC).  DoD’s OPSEC concerns are focused on two issues: the value of information found on a single Web site, and the value of information that could be gained from aggregating data found on multiple sites.  The INFOSEC concerns of DoD are the same hacker problems faced by other institutions, with the noted exception that the DoD is more likely to face intense attacks by other countries, which have considerably greater resources than the average hacker. 

In order to preserve security, DoD has opted to severely restrict the information available to the general public via the Internet.  For example, no information that is unclassified by labeled For Official Use Only (FOUO) can be made available to the public.  This includes restricting information on personnel, assets, mission effectiveness and Privacy Act information.  DoD has further tightened the availability of information on public Web sites by directing that risk assessments be conducted annually to determine the value of information posted on Web sites, both individually and as an aggregate.  If the overall risk resulting from the posting of information is determined to be unacceptable, the information must be afforded additional security and access controls.  DoD specifically restricts the posting of any personal information from its public Web sites that would be an unwarranted invasion of personal privacy.  Relevant information includes:

· Social Security Number.

· Dates of Birth.

· Home Address.

· Home phone number.

While DoD is extremely sensitive about what is posted on its public Web sites, especially regarding susceptibility of the information to data mining, there is awareness that restricting the availability of publicly releasable information may create a credibility (and public relations) problem with the general public.

DoD has gone to great lengths to determine what is not acceptable on public Web sites; however, its guidance on how to determine proper access controls for unclassified FOUO information is quite general in nature.  DoD policy states that the determination of appropriate security and access controls will be based upon the sensitivity of the data, the target audience, and the level of risk to DoD interests.  This risk assessment is based on a standard OPSEC methodology that includes the following steps:

· Identification of information access points. 

· Determination of the value of the information.

· Determination of threat.

· Determination of vulnerabilities.

· An assessment of protection to be applied to minimize potential loss of information.

· Application of protection tools.
To provide additional security, DoD has stipulated that public sites will normally not contain links to Web sites using access control mechanisms.  However, under certain circumstances a link can be established to a log-on page, provided that threat details about the site’s contents are not revealed.  DoD has also specified that only Federal Information Processing Standards Publication (FIPS PUB) 140-1 compliant hardware and software will be used for all sites, which provides a fully tested set of products.  FIPS PUB 140-1 certification is time consuming and costly to vendors.  Thus, the latest versions of Web server and browser software, and their associated encryption methods, may take several months to become certified.  This prevents DoD from officially utilizing leading edge products.  In actual practice unclassified sites are using industry standard products, which are either non-certified or undergoing certification.

DoD has acknowledged that user name and password can be part of the access control system but has specified that they cannot be transmitted without encryption.  DoD has established the following table to provide additional guidance:

Table 1: DoD Access Control Guidance

If access control is:

And the transmission control is:
The vulnerability is:
And the information posted can be

Open – Includes Webmaster training and certification, isolation of the server software (SW) and operating system (OS), with all security patches properly installed
Plain text, unencrypted
Extremely High –Subject to worldwide dissemination and access to everyone on Internet
Non-sensitive, of general interest to the public, cleared and authorized for public release for which worldwide dissemination poses limited risk for DoD or DoD personnel, even if aggregated with other  information reasonably expected to be in public domain

Limited by Internet Domain (e.g. .mil, .gov) or Internet Protocol (IP) address
Plain text unencrypted
Very High – Can circumvent access controls, affords lowest level of access control and no encryption
Non-sensitive, not of general interest to the public although approved and authorized for public release, and intended for DoD or other specifically targeted audience

Limited by user Identification (ID) and password
Plain Text, unencrypted
High – Can circumvent access controls, affords higher level of access controls, however ID’s and passwords can be compromised if encryption is not used
Non – sensitive but limited to a specific targeted audience

User Certificate based (software) Requires PKI
Encrypted text through use of secure sockets layer
Moderate – Provides moderate level of access controls
FOUO and information sensitive by aggregation

User Certificate Based (hardware ) requires PKI
Encrypted text
Very low
FOUO and information sensitive by aggregation where extra security is required due to compilation

This Table provides very general guidelines for selection of authentication methods.  Subsequent to the publication of this Table, DoD issued a memorandum (in May 1999) that encouraged the widespread use of public key-enabled applications and provided specific guidelines for applying PKI services throughout the Department. It stated that the DoD PKI will initially support three levels of assurance, defined as Classes 3 and 4 (formerly Medium and High) for the protection of unclassified/sensitive information, and Class 5 for the protection of classified information on unencrypted networks. The long-term goal is to provide a Class 4 or Class 5 certificate to everyone within the DoD by 2003. Each assurance level has its own set of requirements for technical implementation and process controls, which become more rigorous as the level increases.  This certificate policy is a blanket policy that covers all transactions of a sensitive nature (FOUO and above), regardless of the nature of the transaction.  DoD clearly recognizes the need to employ an open standards approach based on commercial products and services in order to keep pace with the constantly evolving technology, however it has dictated a very aggressive deployment schedule with no direct funding support.  

The transition strategy is based on the availability of commercial application standards, which are still immature and evolving.  This leads to increased technical risk and could have significant cost and schedule impacts.  DoD has made the decision to implement the best possible security solution available for all transactions regardless of the risk associated with each transaction.  While this solution does potentially provide the best security, it does not necessarily represent a cost effective authentication selection methodology.  

Large Investment Firm: The large international investment firm we studied has developed an extensive Web site that supports both institutional and individual investors.  The system was designed to utilize user name and password over a Secure Socket Layer (SSL) connection as the main means of authentication.  This method of authentication was selected primarily because it was directly compatible with existing Web browsers, provided a cost-effective solution, and allowed for rapid development of the Web site.  

The main driving force for selection of technology and protocols was, and still is, a risk/cost/benefit analysis.  A risk/cost/benefit analysis compares the risks, costs, and benefits of system and operations concepts.  The initial technical architecture design considered the following types of costs and risks:

· System development costs.

· System asset acquisition costs.

· Transition costs.

· Capital infrastructure costs. 

· System life cycle risks. 

The technical design analysis started with an initial system requirements cost/benefit analysis, which determined the minimal acceptable set of requirements as defined by the client and system users. It also determined the cost, schedule, or technology rationale that drove the choice of the technical design.  The next step was to conduct a system architecture cost/benefit analysis, which determined the costs for different candidate system architectures that met the minimum requirements. For each candidate system, an estimated cost was determined for system acquisition, development, and operations and maintenance. It also highlighted how the various candidate architectures allowed tradeoffs to be made among hardware, software, and manual operations and the resultant different total system cost projections. In parallel with the architecture cost/benefit analysis, a technical risk analysis was conducted to determine the risk associated with each candidate system architecture.  Technical risks are those that could prevent complete satisfaction of the system requirements and threaten developing the system on schedule and within budget.  Following are examples of technical risks:

· Hardware maturity. Is all hardware that may satisfy the logical system architecture in production and available?

· Hardware obsolescence. Will the hardware that may satisfy the logical system architecture remain in production and will spare parts be available throughout the system’s predicted lifetime?

· COTS/GOTS/reuse versus custom development. What part of the system must be built from scratch?

· Quality of reuse software. If a significant part of the system is to be implemented with reused software, are the current design and implementation documented well enough for the implementers of the new system to understand them?

· Design complexity. Is the design more complex because the logical system architecture is poorly suited to the requirements?

A final report was generated that produced an estimate of the impact of technical risks on the system development schedule, the system life cycle cost, and a quantitative evaluation of how the technical risk might affect satisfying the system requirements.  All of the risk analyses used in this process were focused on minimizing deployment costs of the system.  There was little emphasis on security or the robustness of different authentication approaches.  The security and authentication selection methodology was simply a byproduct of the system requirements cost/benefit analysis.  

Upon successful deployment of the Web site, specific security-based risk assessments were conducted; however, the corporate culture has not fully embraced the system, so recommendations have been implemented inconsistently.  In many instances, cost was the determining factor in not implementing risk assessment recommendations.  A technical group was formed to determine future authentication methods and architectures, but it was disbanded due to lack of funding.  The technical group was not in existence long enough to produce any recommendations.

This firm clearly defines its selection of authentication methodology as part of the overall cost of operating the entire system, as initially defined by system requirements.  While this approach does produce a cost effective solution, it does not look at the security risks associated with each transaction.  The bottom line is that cost is the main driver in this company, and the risks associated with different authentication approaches are absorbed under the “cost of doing business.”  

5.6 Best Practices for Risk Assessments

In the cases studied to determine best practices, risk assessments were an integral part of managing risks associated with information technology.  However, none of the cases studied provided an example of the use of a risk assessment to directly determine alternate methods of authentication.  Rather, the risk assessments were used as a vehicle to evaluate the authentication methods that were already in place.  However, several common practices were evident in the implementation of risk assessment programs. These common practices helped ensure that the organizations conducted risk assessments efficiently, and more importantly, consistently.  Such practices should be incorporated in any risk assessment methodology being considered by SSA.  The common practices are listed below:

· Involvement of senior management – Senior management support was important to ensure that resources were available to conduct the risk assessment and to solicit cooperation throughout the organization 

· Clearly defined risk assessment leaders – An organization or individual was clearly defined as being responsible for the organizations risk assessment processes. All focal points were either located at the corporate level or were members of a corporate-level committee that coordinated the progress of the risk assessment.  They also ensured that policy issues were clearly addressed.

· Involvement of business and technical experts – Knowledge and expertise from a wide range of sources was essential to ensure that all risk factors were evaluated. Meetings conducted during the risk assessment process usually included a variety of individuals from the business unit with expertise in business operations, security, information technology, and system operations. Other individuals from outside the business unit might also be included, such as internal auditors and, occasionally, contractors with specific expertise. Most private organizations relied on in-house personnel to perform the risk assessment while the government used a mix of in-house personnel and contractors.

· Narrow scope of assessments – In general, organizations conducted a series of smaller assessments on individual segments of the business. As a result, the scope of each assessment was limited to a particular transaction owner or business unit.  This reduced the size of each assessment, making it more manageable to schedule and perform. In addition, breaking up assessments provided a means of ranking units to determine the order in which risk assessments would be performed and which units might need more frequent risk assessments. 

· Full documentation of results – Risk assessment results were documented and maintained in order to establish a permanent record. Records were available to serve as the starting point for additional risk assessments and as a ready source of useful information for managers new to the risk assessment process. 

· Integration of tools to facilitate the process – All organizations had developed tools, such as tables, questionnaires, and standard report formats, to facilitate the conduct of their risk assessments. These tools helped ensure a standardized approach throughout the organization and prevented teams from starting from scratch each time a new assessment was initiated. In many cases the tools were part of a computer-based system that increased the speed of the assessment.  In most cases a matrix was used to assist in the process.

5.7 Conclusion

Currently there are no best practices in effect for selection of the most appropriate Internet authentication method.  The main reason for this state of affairs is that, until recently, there have been very few cost-effective solutions available in commercial applications.  The common approach is to either buy the best security available and apply it to all transactions or to conduct a cost/benefits analysis to determine the most  cost effective solution with limited consideration of the transaction risks.  There are a number of best practices for conducting risk assessments on an organization’s existing authentication methods; however, no specific methodology has been developed for selecting alternate authentication methods.  Fortunately, the best practices currently in use provide a framework that can be adapted by the SSA to determine the most appropriate authentication method for its transactions.  Most organizations currently rely on password authentication, but organizations are investigating additional authentication methods to supplement and strengthen the present infrastructure.  As these additional authentication methods become more widely used, we can expect to see new best practices develop in order to support selection of the most appropriate authentication method for a given transaction. 

6 Strength and Use of Authentication Methods

6.1 Risk Framework for Internet Protocols

In the following section, a risk metric is assigned to compromise events for Internet protocols and related supporting mechanisms.  The definitions of the risk metric scale points are:

· VERY HIGH when an authentication mechanism is vulnerable to adversaries with no special tools, skills, or resources;

· HIGH when an authentication mechanism is vulnerable to adversaries with easily acquired tools and skills and with no special resources;

· MEDIUM when an authentication mechanism is vulnerable to adversaries with sophisticated tools and skills and modest resources;

· LOW when an authentication mechanism is vulnerable only to adversaries with highly sophisticated tools and skills, and with access to extensive resources; and

· VERY LOW when an authentication mechanism is reasonably believed to be invulnerable to adversaries with highly sophisticated tools and skills, and with access to extensive resources.

VERY HIGH risk means basically “wide open.”  Anyone can defeat it.  VERY LOW risk is attainable only with expensive and specialized military grade technology, as typified by encryption devices approved for protection of classified information.  LOW risk corresponds to the lowest risk attainable by use of best available commercial grade technology.  For the options analyzed in this report we see only the four risk levels of LOW to VERY HIGH.

6.1.1 Scope and Components of Risk Model

The protocols analyzed are those supporting Web-based transactions.  Those based on other services models such as e-mail and remote procedure call are not included.  The composite risk includes contributions from the following sources:

· Client platform and environment,

· Communication and related security protocols, 

· Application level authentication protocols, and

· Trusted third parties (TTP) (e.g., certificate issuers).

Generally, the server platform and its environment contribute to risk. However, the SSA’s server platform and environment are part of it’s internal security system.  Because this internal secruity system is outside the scope of this study, server-specific risk factors play no explicit role in the model.

The composite risk for a complete Web-based transaction system configuration is calculated as the maximum of the risk of independent risk-contributing sources.  Dependency effects are more complex.  For example, one component can contain a mechanism that substitutes for a deficiency of another.  In this case, the risk for the combined components is treated as independent only with the other components.  Computation of the composite risk is based on the fact that an attacker will seek to attack the most vulnerable component of the system.  The physical metaphor is that a chain will support only the weight supported by its weakest link.  

The major variables in the model involve the choice of communication-related protocols.  Accordingly, it is useful to thoroughly model the risks associated with them, then introduce the impacts of the other factors.

6.1.2 Basic Internet Protocol Risks

Internet Addresses and Domain Names

The first question we ask is to what extent does the Internet name and/or numerical address infrastructure provide authentic identification of a remote party to a transaction.  To answer this question fully, an explanation of how Internet addresses and names work is required.

IP is the universal connectionless routable datagram (packet) protocol that is used for transport of data between all Internet application platforms.  End points of IP communication and each interface of intermediary routers have been assigned a 32-bit numerical Internet address.  These Internet addresses are what the system of routers uses to route IP datagrams between their source and destination Internet addresses.  The Internet address of an end point of communication is normally assigned to a computer platform, not any specific application or individual user or administrator of the platform.  These 32-bit numbers are conventionally expressed in “dotted decimal” notation as four decimal numbers separated by periods, corresponding to the decimal value of each of the four octets (8-bit segments) making up a full 32-bit address.  For example, the number 199.173.224.3 is the Internet address of an SSA Web server.  

While the routing mechanisms of the Internet work well with 32-bit address vectors, people more conveniently deal with alphanumeric names.  Accordingly, the Internet uses a system of registered domain names as human-readable substitutes for Internet addresses.  For example the domain name for the address 199.173.224.3 is “www.ssa.gov.”  The mapping between Internet domain names and addresses is called the Domain Name System (DNS).  A hierarchical system of DNS servers stores a part of the map between a domain names and Internet addresses.  The mapping is not necessarily one-to-one.  For example, a DNS query on the name www.ssa.gov returns two addresses: 199.173.224.3 and 199.173.225.3.  Every computer using the Internet contains a module called a resolver that makes DNS server queries convert domain names to numerical addresses.  When things are working well this happens so quickly that a human user may not notice the delay.  A DNS server can also respond to reverse queries that return the domain name corresponding to an Internet address.  

Not only is the correspondence between Internet address and computer platform (or technically IP module) not one-to-one, it can also be dynamic.  Service providers may have a large bank of addresses corresponding to a single domain name for load sharing, and may also frequently re-assign the numerical addresses to different physical servers for maintenance.  The most dynamic area of name-address turnover is for dial-up users.  The computers of dial-up users of most Internet Service Providers (ISPs) have no fixed address or domain name assignment.  The currently used computer (IP module) of a dial-up user is dynamically assigned a new Internet address from a large pool available to that ISP for each new dial-up connection.  While the DNS servers operated by that ISP may return an alphanumeric domain name response to a reverse query, it is typically a character string that does not identify what user or user account is currently assigned that address (if any).  The audit records from the dial-up servers can, however, provide a retrospective map between user account and Internet address at a given time.

For agency and business partner systems that have a fixed domain name and perhaps an Internet address from a fixed pool, there is some degree of authenticity of association between the registered domain name and the owner of the corresponding address and platform.  For typical individual citizens and small business partners, there is no fixed association between Internet address and platform and responsible person.  Even for agency/business partner fixed domain name platforms, there are many risks to identity authenticity.  As a simple example, anyone can set up a server with a validly registered but similar-sounding domain name, such as “www.ssa.com,”
 to make fraudulent transactions with remote partners/citizens who inadvertently enter “.com” rather than “.gov.”  More elaborate and technical attacks exist to corrupt DNS servers, host DNS caches, routers, or to “hijack” connections so that the attacker can substitute a fake server for a correctly named server. 

It is also important to point out that end parties to IP-based communications over the Internet have little or no control of what devices in between can observe or modify their stream of data.  Therefore, without adding cryptographic privacy and integrity mechanisms, the data is also subject to direct confidentiality and modification risks—even if the end points are validly authenticated.

In summary, without other protections the basic data transfer protocol (IP), its associated domain name system, and its numerical addressing infrastructure are assigned risk metrics as follows:

· VERY HIGH risk that the identity of another communicating entity is not authentic when the other entity has no fixed address and domain name;

· HIGH risk that the identity of another communicating entity is not authentic even when the other entity has a fixed address and domain name; 

· HIGH risk of undetected data observation as data passes between communicating entities; and

· HIGH risk of undetected data deletion, duplication, or modification as data passes between communicating entities.

Transport Protocols

The Internet Protocol is a connectionless, best-effort service between host IP modules.  Actual communication between applications normally uses a transport protocol “on top of” IP.  The two principal transport protocols in use on the Internet are User Datagram Protocol (UDP) and Transmission Control Protocol (TCP).  UDP is a connectionless, best effort protocol while TCP is a reliable, connection-oriented data octet stream protocol.  Both UDP and TCP can address multiple end points inside one host machine (one IP address).  These end points are called “ports.” Ports are the local (platform specific) “address” of a service or process.  There are many well-known or registered ports that are used for such application services as file transfer (File Transport Protocol (FTP)), time, hypertext transfer (HyperText Transfer Protocol (HTTP) or Web), domain names, Telnet (remote terminal emulation), etc.  

Both TCP and UDP are built directly on top of IP.  Each UDP Protocol Data Unit (PDU) is the data payload of an IP datagram. Each TCP PDU (called a segment) is the data payload of an IP datagram.  Neither UDP nor TCP has any built-in authenticity or privacy protection service.  TCP does have weak built-in integrity protection in the form of a computed checksum.  This checksum is really intended to enhance reliability and data integrity (e.g., to detect data loss, duplication, and corrupting errors, such as “noisy” interfaces or transmissions).  It cannot detect modifications deliberately inserted by an attacker who also inserts a recomputed the checksum.  Consequently, these transport protocols do not alter the security risks of the underlying Internet Protocol.

Hypertext Transfer Protocol 

HTTP is the protocol for World Wide Web data transfer.  HTTP is a stateless request/response protocol that runs above any reliable transport protocol. HTTP over TCP is conventionally assigned default port 80, but may use others.  The client opens a connection to the server port 80 for each request, and the server closes the connection after each request.  HTTP has no security protective mechanisms.  While UDP is not used to directly carry HTTP transactions, it is the common protocol supporting underlying name resolution with DNS servers.  Consequently, use of HTTP does not alter the security risks of the underlying TCP/IP protocols.

6.1.3 Internet Protocols Providing Enhanced Security

Internet Protocol Security (IPSEC)

IPSEC is the emerging standard for adding security protections at the Internet Protocol datagram/packet level, independent of higher transport and higher application levels.  IPSEC can be applied to both the current and next generation versions of IP (IPv4 and IPv6).  Use of IPSEC can reduce all the protocol risk metrics identified above for basic IP and TCP/IP to LOW.  Unfortunately, IPSEC and supporting key management protocols have not yet reached the maturity to support wide usage or standardized operation across products from different sources.  IPSEC and proprietary variations are currently most useful for supporting specialized applications such as extending protected enterprise networks across the unprotected Internet by use of IPSEC gateways.  This usage is known as Virtual Private Network (VPN) technology.

SSL Protocol

The SSL protocol [SSL3] has become the lynchpin of Internet Web security.  It was first developed by Netscape Communications Corporation in order to provide authenticity, integrity and privacy over the Internet for HTTP.  Netscape Communications defined the purpose of SSL as "to provide privacy between two communicating applications (a client and a server).  Second, the protocol is designed to authenticate the server, and optionally, the client."  While proprietary in origin, SSL is an open standard that has been widely adopted.  The protocol called Transport Layer Security (TLS), being developed as an Internet Engineering Task Force international standard, is based on and almost identical to SSL

SSL runs above any reliable transport protocol.  The Internet convention for securing HTTP is to run SSL over TCP as a layer between TCP and HTTP.  When SSL is used to provide security for HTTP, it is conventionally assigned port 443 and the combination designated “HyperText Transfer Protocol Secure (HTTPS).” 

The SSL/TLS protocol initial exchange between client and server establishes the security terms for the single transport session.  The mechanism provides for:

· Negotiation of a compatible cryptographic suite between client and server;

· Authentication of the server by digital signature and certificate (the client must be able to verify the server certificate by a certificate path to a known and trusted Certification Authority (CA) public key);   

· Authentication of the client (at the server’s option) by digital signature and certificate (the server must be able to verify the client certificate by a certificate path to a known and trusted CA public key); and

· Establishment of a shared secret between client and server to be used as the key for symmetric stream encryption of all subsequent communication in the session.

SSL is capable of operating in the following three distinct modes, depending on which party has a digital certificate:  

· No certificates (anonymous mode),

· Server-only certificate (issued by a source that the client user trusts), and

· Both server and client certificates (each issued by a source that the other trusts).

Each of these modes is discussed below.

No certificates.  When neither the client nor the server has a certificate, it is possible to operate SSL/TLS in a mode that generates an ephemeral Diffee-Hellman shared secret encryption key.  The shared secret key is used to encrypt the session.  This mode of SSL provides unauthenticated confidentiality and integrity of data.  While there is obviously no authentication provided by SSL/TLS operated in this mode, even the confidentiality and data integrity protection are weakened by the vulnerability of a “man-in-the-middle” attack.  This kind of attack occurs when an active attacker poses as server to the true client and as client to true server.  The attacker can view or change any or all of the data that passes by without detection.  The attack does require a medium level of technical tools and resources.  The bottom line is that anonymous mode SSL has risk exposures of

· VERY HIGH risk that the origin or identity of the server may not be authentic;

· VERY HIGH risk that the origin or identity of the client in a session may not be authentic;

· MEDIUM risk that the data stream contents may be altered without detection; and

· MEDIUM risk that the data stream contents may not remain private.
Because of the poor security gain of using this technically possible mode, Netscape browsers no longer support it.

Server-Only Certificate.  When only the server has a digital certificate, the security risks for SSL/TLS are changed dramatically.  The origin or identity of the client is unknown, and therefore subject to VERY HIGH risk of non-authenticity.  However, the server is well authenticated to the client and man-in-the middle attacks are blocked.  Hence in this case, the risk levels are:

· LOW risk that the origin or identity of the server may not be authentic;

· VERY HIGH risk that the origin or identity of the client in a session may not be authentic;

· LOW risk that the data stream contents may be altered without detection; and

· LOW risk that the data stream contents may not remain private.

Both Server and Client Certificates. When both server and clients have digital certificates and correctly implemented SSL/TLS with commercially strong cryptographic suites
 the security of SSL is quite strong.  In this case, the risks are: 

· LOW risk that the origin or identity of the server may not be authentic;

· LOW risk that the origin or identity of the client may not be authentic;

· LOW risk that the data stream contents may be altered without detection; and

· LOW risk that the data stream contents may not remain private.

It is emphasized that the risks stated for the three SSL modes above are protocol risks only, and assume configurations that use strong cryptographic suites.  They do not include risks associated with client and server platforms such as generation and protection of private keys, or those associated with the issuance of digital certificates.  These other sources of risks are discussed subsequently.

Summary of Protocol Risks

The risks in Table 2 relate to the protocol only.  The composite risk for the total system may be different for each of the four columns by the following factors identified for the model:

· Application level authentication protocols and mechanisms,

· Client platform and environment, and

· TTP (e.g., certificate issuers).

Table 2: Web (HTTP) Access Risk Model – Protocol Risk Summary

Risk Issue
HTTP only

No SSL
SSL-Secured No Certificates
SSL-Secured Server Certificate Only
SSL-Secured Both Server & Client Certificates

False identity of the client/user
VERY HIGH
VERY HIGH
VERY HIGH
LOW

False identity of the server/agency
HIGH
HIGH
LOW
LOW

Unauthorized viewing of data
HIGH
MEDIUM
LOW
LOW

Unauthorized modification of data
HIGH
MEDIUM
LOW
LOW

How each of these other mechanisms changes the protocol risk to arrive at the total or composite risk is discussed below.

6.1.4 The Role of Other Authentication Mechanisms in Internet Transactions

When HTTP is used either with no SSL or with SSL using only a server-side certificate, some other mechanism is required to identify and authenticate the client-side user.  Even when SSL is used with both server and client certificates for mutual authentication, the client certificate may not uniquely identify the individual to the end application.   For example, suppose the certificate, serial number 123457678999 from a given CA contains a user common name such as “John J. Jones.”  The SSA may have many records in its database that match “John J. Jones,” and the certificate serial number is initially meaningless to the SSA.  The SSA server could, on first use, challenge the user for a one-time shared secret (use-once password) or other similar auxiliary identifying and authenticating information.  Then, after the user is identified and authenticated uniquely one time, the SSA application server could add the certificate serial number to the database record for that specific John J. Jones.  Subsequently, only the certificate would be needed to completely identify the individual person.

The main options for application level authentication applicable to Web transactions are as follows:

· Reusable Password – User name/ID and fixed/reusable shared secret (password, Personal Identification Number (PIN) or other shared secret data).

· Use-Once Password – User name/ID and PIN/password or other shared secret used for a single transaction to bind identity to some other mechanism.

· SW One-Time Password – User name/ID and software-generated one-time password or challenge response.

· Hardware (HW) One-Time Password – User name/ID and hardware token generated one time password or challenge response.

· Biometrics – User name/ID and biometrics data.

These mechanisms only affect the risk items in the first row (false identity of the client/user) of the protocol risk matrix.

Reusable Passwords

When used over the Internet with no SSL encryption, the risk of false user/client events is reduced from VERY HIGH to HIGH.  When used with an SSL-encrypted stream (but no certificates), the risk of password intercept and subsequent impersonation is reduced from VERY HIGH to MEDIUM. When used with an SSL-encrypted stream and server-side certificates, the risk of password intercept and subsequent impersonation is reduced from VERY HIGH to LOW.  If server and client side certificates are in use, a reusable password does not change the already LOW risk level. 

These risk factors do not take into account the effects of poor user habits such as writing down passwords, or, if they can select the password, choosing an easily guessed password.  Our analysis assumes that strong passwords are selected and protected by the user.  The problems of poor password management are covered in the section titled Client Platform and Environment.

Use Once Passwords

By definition, use-once passwords (or PINs) cannot be used for repeat visits to the Web server; rather, they can only be used for a single transaction, such as binding to other mechanisms for subsequent visits.  However, when they are used, their risk impacts are exactly the same as those for reusable passwords.
Software One-Time Passwords

One-time passwords generated by a software mechanism provide a new password for each use as a function of use, time, or response to a time-changing challenge.  The idea is to make capture of the password useless in subsequent transactions attempted by the attacker.  One-time passwords are still vulnerable to capture by an appropriately equipped attacker who can steal and use the one-time password on the fly by man-in-the-middle type attacks.  Hence for no SSL or no-certificate SSL, the VERY HIGH risk of false user/client events is reduced to MEDIUM.  With server-side certificates, this risk is reduced to LOW.  With mutual certificates, the LOW risk remains LOW.  The software password generator is generally accessed or enabled by the user by providing a secret PIN or password.  This kind of password is used only locally, not passed over the network.  The risks associated with the enabling PIN are part of platform/environment risk.

Hardware One-Time Passwords

Hardware tokens that generate one-time passwords have exactly the same effect on lowering protocol based risk as software-based generators.  An advantage of some hardware tokens is that they do not require any special software to be loaded onto the client platform.  This reduces potentially the risk factors associated with the client platform and environment.  Moreover, possession of a token may lower risk more than knowing the secret needed to unlock the software generator because more than one person can know a password, but only one person can possess a token. 

Biometrics

A biometrics device measures one or more unique features of a human user such as the image of a face, fingerprint, or iris; a voice input; or a measurement of hand motion while signing cursively.  Passing the digitized results of such a measurement across the network to the server for comparison with a pre-stored image or template is similar to passing a password or other reusable shared secret across the network.  If it can be captured, it can be re-played and used for impersonation.  Hence the risk impacts are exactly the same as for a reusable password. 

Summary of Application Level End-to-End Authentication Mechanisms

The impacts of the application level end-to-end authentication mechanisms described above are summarized in Table 3.

Table 3: Risks of User/Client False Identity

Application Level End-to-End Mechanism
HTTP only No SSL
SSL-Secured No Certificates
SSL-Secured Server Certificate Only
SSL-Secured Both Server & Client Certificates

None
VERY HIGH
VERY HIGH
VERY HIGH
LOW

Reusable Password
HIGH
MEDIUM
LOW
LOW

Use Once Password
HIGH
MEDIUM
LOW
LOW

SW One Time Password
MEDIUM
MEDIUM
LOW
LOW

HW One Time Password
MEDIUM
MEDIUM
LOW
LOW

Biometrics
HIGH
MEDIUM
LOW
LOW

Client Platform and Environment

The risks attained for SSL and other end-to-end authentication mechanisms are also subject to adjustment for deficiencies in the client platform environment.  The integrity of such protections as private cryptographic keys and random number generators, as well as the presumption of non-external access to data before it can be protected by network encryption, all depends on protecting the client’s platform against corruption either by unauthorized physical access or by access and alteration of software over the Internet.  

For a completely uncontrolled, public environment such as a kiosk in a library, there is little assurance of system integrity.  All risks that depend on software in the client could be raised to perhaps MEDIUM or HIGH.  In a more privately controlled environment, such as a small office or home with reasonable physical controls over access, the risk level is perhaps MEDIUM.  Only in a highly protected, configuration-controlled environment can the platform contribution to risk be considered to be LOW.  Because the user environment is highly variable and outside of the SSA’s controls, it is probably treated more easily from a legal liability point-of-view rather than from a single-system design point of view.   For example, if a disclaimer is stated to the effect that the agency cannot be responsible for risks due to users’ poor protection of their computer environments, it may somewhat offset the damage of a compromises due to that cause. 

A technical factor to consider is that use of a self-contained hardware cryptographic token by the user can largely mitigate platform risk factors—especially if all the cryptographic operations are performed on the token, and if the token unlocking mechanism has a direct interface to the user.  Currently this approach remains too expensive to be considered for mass application.  However, the costs of this option may decline rapidly.  

Because of the unknown aspects and variability of the client platform risk factor, and the fact that SSA cannot control this variable, we do not find it to be productive to formally include the client platform/environment risk factor in the composite or overall risk computation.

Trusted Third Parties

When SSL is used with digital certificates, the system for issuing and managing the certificates is a source or risk, whether it is done internally by the agency or by an external trusted third party.  All of the LOW risks shown for SSL certificate authentication, whether server-only or client and server, presume a best available commercial system of authenticating the identity of certificate subjects, of ensuring valid and prompt revocation, and the best available commercial levels of practice in the technology and its protected operation.

The largest variable among commercial operators who issue digital certificates is the level of identity proofing performed before issuance.  If a TTP with identity proofing sufficient to meet SSA application requirements is selected to issue certificates, then the risk or incorrectly issued certificates does not appear to be a significant factor in the risk model.

Summary of Other Internet Security Risk Exposure Factors

Table 4 below summarizes the impacts of Certification Authority (trusted third party) deficiencies and user environment deficiencies on the other mechanism risk exposures, as discussed above.

Table 4: User and Third Party Security Deficiency Impacts on Internet Mechanism Risk Exposure


Reusable End-to-End User  Password
SW Generated One-Time Password
HW Generated One-Time Password
Client Certificate SW Key Protection
Client Certificate HW Key Protection
Server SSL Certificate

CA Deficiencies
None
None
None
Increase
Increase
Increase

User Environment Platform Security Deficiencies
Increase
Increase
None
Increase
Possible Increase, highly resistant
None

User Environment End-End Password Management Deficiencies
Increase
None
None
None
None
None

User Environment Local Password Management Deficiencies
None
Increase
None
Increase
Possible Increase, highly resistant
None

Server Platform Environment Issues

While server platform environment impacts on risk exposure are not formally modeled, it is worth pointing out some issues that are different for the server environment depending on the user/client authentication mechanism selected.  User-to-server password mechanisms, including one-time hardware and software-generated passwords, involve a shared secret between each user and the agency server. In those cases the agency server must protect a large database of shared secrets for the entire user population.  That database is a very high profile intrusion target with the potential for compromising all users.  The consequences of such a compromise could be significant.  On the other hand, when client digital certificates are used, there is no database of shared secrets to attack.  Thus, while the combination of server SSL certificates and user passwords gives LOW risk exposure, the overall system risk exposure (i.e., considering the server environment) for this approach can be much higher than that found when user certificates are utilized.  

A second difference between all shared secret (password) schemes and client public key certificate schemes is that the issuance of client certificates will enable other digital signature application beyond simple establishment of SSL protected sessions.  For example, the same client certificate/key could be used for digitally signing electronic documents that can be retained as signed objects.

These two differences strongly favor use of client certificates over password type mechanisms, all other things being equal.

6.1.5 Cost of Internet Security Mechanisms

While cost is not a formal part of the model, we have estimated approximate annual costs associated with the various Internet security mechanisms that were discussed above.  Table 5 is a breakdown of total annual cost per seat for a three-year life cycle.  It is assumed that the total user population is large (over 100,000), so any differences in server acquisition costs are negligible when compared to per-user costs.  

Table 5. Components And Estimated Annual Cost Per End-User Of Internet Authentication Methods


Cost Component ($)

Item
Additional Client HW/SW Required
ID Proofing
Credentials Issuance
Transactional Credentials Validation
Admini-stration/Help Desk
Three Year Total Cost
Avg. Annual Cost

User Password
0
5 – 16
 1 – 5
1 – 3
1 - 10
8 – 34
7

SW Generated One-Time Password
1 – 5
5 – 16
 1 – 5
1 – 3
1 - 10
9 – 39
8

HW Generated One-Time Password
10 – 50
5 – 16
 1 – 5
1 – 3
1 - 10
18 – 83
17

Client Certificate SW Key Protection
0
5 – 16 
 1 – 5
3 – 6


1 - 10
17 – 37
9

Client Certificate HW Key Protection
5 – 50
5 – 16
 1 – 5
3 – 6
1 - 10
15 – 87
17

Biometrics Device
50 - 200
10 – 25
 1 – 5
1 – 3
1 - 10
63 – 243
51

The last column of Table 5 represents a “best guess” estimate of average annual cost.  There is a great deal of uncertainty associated with the numbers in this Table.  The potential costs vary tremendously based on one’s assumptions.  Therefore, we strongly urge the reader not to focus on the absolute values presented above.  Rather, the key output of this analysis is the relative cost of the various authentication options.  To make these findings clearer, we have divided the alternatives into categories ranging from LOW to VERY HIGH (similar to what we did for risk exposure).  Table 6 illustrates the costs associated with all six authentication options, assuming that an SSL-secured Internet session is established.

Table 6. Cost Categorization of Alternate Internet Authentication Methods

SSL with Server Certificate And One of the Following User/Client Authentication Mechanism
Annual Cost to Agency /End User

User Password
LOW (between $2 and $10)

SW Generated One-Time Password
LOW (between $2 and $10)

Client Certificate SW Key Protection
LOW (between $2 and $10)

HW Generated One-Time Password
MEDIUM (between $10 and $50)

Client Certificate HW Key Protection 
MEDIUM (between $10 and $50)

Client Certificate SW Key Protection and Biometrics Device
HIGH (between $50 and $100)

User Client Certificate –  HW Key Protection and Biometrics Device
VERY HIGH (over $100)

6.2 Telephone

In order to prevent unauthorized disclosure of SSA information, an effective telephone authentication procedure is required.  Telephone authentication can be based on what the caller knows, or what the caller has (e.g., a known valid phone number). Telephone authentication techniques based on what the caller knows can include passwords, PINs, and personal information.  A combination of using a password/PIN with personal information provides a higher level of protection.  Telephone authentication and security mechanisms include:

· Verbal challenge/response (e.g., mother’s maiden name);
· Touch tone challenge/response (c/r) (e.g., on the keypad type your password);
· Dial backup;
· Caller ID services or similar technology;
· Disabling unneeded options for voice mail, as well as unused mailboxes; and 
· Educating SSA staff regarding social engineering practices of phreakers and hackers as a means of gaining information.
Verbal challenge/response refers to asking the caller predefined questions.  The basic four authentication challenges refer to name, address, SSN, and date of birth.  It should be noted that name, address, SSN, date of birth, current employer, and banking information are commercially available.  To provide a lower risk level, questions should be developed that require information that would not be available through Internet/commercial research.  For example, genealogical research on the Internet would provide parents’ or grandparents’ names and dates of birth.  Depended upon the types of questions asked, this authentication mechanism can yield a range of risks: HIGH (basic four authentication requirements), LOW (multiple random), or VERY LOW (multiple random combined with caller ID or dial back).  

Touch-tone challenge/response is the same concept as verbal challenge/response except the caller uses the telephone keypad to type in responses, such as a password or PIN.  This type of authentication mechanism is generally used with the basic four authentication requirements and thus provides a HIGH risk.

Dial-backup is a system that enables verification of the phone number that initiated the call.  When a connection is requested, the system checks the user name presented for validity, then it dials back the number associated with that user name.  This type of authentication mechanism would provide a MEDIUM risk factor because it would enable the customer representative to determine if the phone number/subscriber that initiated the call originated from the customer’s home.  Although it would not provide positive proof of the speaker, it does provide an audit trail and non-repudiation of the call’s origins.  Using this authentication mechanism with the multiple random challenge/response would decrease the risk to VERY LOW.

Caller ID services or similar technology allows the SSA customer representative to identify the originating telephone number and the name of the subscriber.  By itself, this authentication mechanism provides a MEDIUM risk factor.  However, combined with the multiple random challenge/response, it would provide a VERY LOW risk.

Disabling unnecessary options for voice mail, as well as unused mailboxes, eliminates a venue for phreakers or hackers to gain access into the telephone/computer systems.  This authentication mechanism mitigates the risk of system tampering to MEDIUM.

Educating the SSA staff regarding social engineering practices of phreakers and hackers as a means of gaining information provides staff members with a knowledge base that enhances their awareness to possible system infiltration.  Staff education, whether it is for customer representatives or system administration personnel, increases the chance of detecting or preventing phreaker and hacker presence and reduces risk to MEDIUM.

The following categories define risk metric scale points assigned to telephone authentication mechanisms:

· HIGH – Information could be obtained with easily acquired tools and skills with no special resources.

· MEDIUM – Either information could be obtained through public sources with sophisticated skills and tools and modest resources, or technology would preclude easy tampering.

· LOW – Reasonably believed that information would be difficult to obtain due to personal nature of data.
· VERY LOW – Combination of authentication techniques would make it extremely difficult to obtain information and manipulate technology.
Customer identification is the primary risk of providing telephone services.  The impacts of the various protection mechanisms to mitigate identification risks are summarized in Table 7

Table 7: Telephone Risk Summary

Risk Issue
Basic Four C/R
Multiple Random C/R
Multiple Random C/R and        Caller ID or Dial Back
Dial Back or     Caller ID
Educate Staff and Disable Unneeded Voice Mail

False identity of caller; caller initiated
HIGH
LOW
VERY LOW
MEDIUM
MEDIUM

False identity of unknown customer; SSA initiated
HIGH
LOW
VERY LOW
MEDIUM
MEDIUM

False identity of known customer; SSA initiated
MEDIUM
LOW
VERY LOW
MEDIUM
MEDIUM

6.3 Postal Mail

This section will address the primary types of USPS mail: first class, certified, registered, and restricted.  First-class mail provides no procedures for authenticating that mail was delivered to the appropriate address and/or individual.  The risk factor for using USPS first-class mail is HIGH.

Certified mail provides proof of mailing and delivery of mail.  The sender receives a mailing receipt at the time of mailing, and a record of delivery is kept at the recipient’s post office.  A return receipt to provide the sender with proof of delivery can also be purchased.  This method of postal mail authentication provides a MEDIUM risk factor. 

According to the USPS, registered mail is the most secure mail method.  However, this statement is due to insurability and the fact that registered mail is placed under tight security procedures from the point of mailing to the point of delivery.  The basic security mechanism—a return receipt and record of delivery—is the same at that used with certified mail.  Thus, registered mail provides a MEDIUM risk factor.

Restricted mail delivery means that the sender’s mail is delivered only to a specific addressee or to someone authorized in writing to receive mail for the addressee; proof of identity is required.  Restricted mail is available with certified and registered mail.  The risk factor for restricted mail is LOW.

The following categories define risk metric scale points assigned to mail authentication mechanisms:

HIGH – Requires no tracking mechanism or receipt validation.

MEDIUM – Requires return receipt with a signature but requires no proof of identity.

LOW – Requires restricted delivery to addresses or legal representative (must be in writing) with receipt signature with proof of identity.

Postal mail risk factors are delivering mail to the wrong address and unauthorized receipt.  Table 8 summarizes postal mail risk factors.

Table 8: Postal Mail Risk Summary

Risk Issue
First-Class Mail
Certified Mail with Return Receipt
Registered Mail with Return Receipt
Restricted Mail

Delivery to wrong address
HIGH
MEDIUM
MEDIUM
LOW

Delivery to wrong person
HIGH
MEDIUM
MEDIUM
LOW

7 The SSA ETRA Methodology

The SSA Electronic Transaction Risk Assessment Methodology (ETRAM) has been developed by synthesizing the common practices of organizations with successful security risk management programs with the underlying practices that SSA currently uses to determine the degree of authentication that is required for both in-person and remote transactions.  Based on the initial research into the current process used to assess risk and identify the appropriate authentication method for a transaction, it became clear that the ETRAM should possess the following characteristics:

· It should be self-contained and provide a record of the assumptions made and issues considered in arriving at the final decision;

· It should focus on the transaction owners, who are the ones best qualified to understand the transaction;

· It should ensure that the transaction owners understand and accept the authentication method chosen since they will be responsible for its implementation;

· It should not require any special information security skills on behalf of the participants in the ETRAM.  This is important because the SSA personnel using it would generally be from operational and policy organizations and have little or no background in INFOSEC.

7.1 The ETRAM Process and Tools

The goal of the ETRAM process is to document the best aspects of the existing SSA AuthWG practices and knowledge in a way that:

· Allows it to become a persistent corporate resource;

· Reinforces it with any common, successful, practices gleaned from other organizations; and 

· Makes it available in a format that reduces the SSA resources required to conduct and document ETRAs.  

The approach taken for the ETRAM has been to specify a process consisting of the following four phases:

· Discovery – during which the information required to make the authentication risk determination is collected;

· Analysis – during which the information collected during the discovery phase is correlated with SSA policies and practices to identify the degree of authentication risk to which the transaction is subject; 

· Selection – during which the identified authentication risk is correlated with the accepted authentication risk mitigation techniques available to SSA systems.  There are two possible results: either an authentication method is applicable, or no authentication method can reduce the risk to an acceptable level; and

· Validation – during which the implementation of the transaction with the selected authentication technology or technique is tested for conformance to the specific transaction authentication process requirements and for general resistance to attacks against the authentication technology and its supporting platform. 

To provide focus and continuity in the process, the ETRAM requires that a facilitator be designated for each transaction assessment.  The role of the facilitator is to provide a single point of contact for both those managing the transaction security and for the transaction owners who will provide the information needed to conduct the assessment.  The facilitator is specifically responsible for:

· Identifying and convening the transaction owners; 

· Leading the discussions among the transaction owners in order to reach consensus answers on the Survey, documenting those answers, scoring the consensus Survey, and computing the authentication risk for the transaction; and 

· Using the authentication risk to select the candidate authentication technology or technique for use in the transaction authentication process.

7.2 The ETRAM Discovery Phase

The ETRAM discovery phase is intended to accomplish the following objectives:

1. Bring together the transaction owners to agree on the purpose, scope, and design of the transaction.

2. Based on their common view of the transaction, have the transaction owners individually document their perceptions of the factors that determine the transaction risk.

3. Bring the transaction owners back together to reconcile their different perceptions to develop and document a consensus view of the factors that determine the transaction risk.

To provide a focus for and a running record of the ETRAM discovery phase, a working aid called the “ETRAM Survey” (referred to as the Survey throughout the remainder of this discussion) has been developed.  The Survey’s structure and content are derived from interviews with the AuthWG, comments from transaction owners during the ETRAM test and refine process, and observations made by the DST Team during the ETRAM test and refine process.  In its final form, the Survey contains two major components.  The first component elicits a narrative description of the transaction purpose and scope along with an architectural diagram that shows how, when, and where data flows during the transaction to accomplish the transaction purpose.  The second component uses 22 multiple choice questions to elicit the information required to determine the risk of attacks on the authentication process of the transaction.

The ETRAM discovery phase begins with the facilitator providing each of the transaction owners with a copy of the Transaction Survey with instructions to complete the first component.  The facilitator brings the transaction owners together to reconcile their individual narrative and architectural descriptions of the transaction to produce a single narrative and architectural description of the transaction, which the Facilitator records on a consensus Transaction Survey.  Each transaction owner then uses this consensus view of the transaction purpose, scope and architecture to answer the 22 multiple choice questions in the second component of the Survey.  The facilitator then reconvenes the transaction owners to discuss their individual answers and develop a consensus answer for each question, which the Facilitator records on the consensus Transaction Survey.  Once the consensus Transaction Survey is completed, the facilitator is then able to begin the analysis phase, during which the answers to the questions are used to compute the authentication risk.

7.3 The ETRAM Analysis Phase

The ETRAM analysis phase is intended to accomplish the following objectives:

1. Score the answers to each of the consensus Transaction Survey questions. 

2. Combine the consensus Transaction Survey question scores to determine the minimum strength of authentication required for the transaction.

As described in the introduction to this chapter, one goal of this project is to minimize the degree of INFOSEC and assurance experience that is required to use the ETRAM.  For this reason, the DST Team made an early design decision to have an Analysis phase that is based on basic arithmetic operations.  This required the development of an explicit Authentication Risk Model (ARM) as the technical foundation of the ETRAM.  This section of the report will include a detailed description of the ETRAM ARM.  It includes a description of the questions in the Survey and how they are used in the context of the ARM.  (For additional information, Appendix B contains a detailed description of each question in the Survey and a rationale for the scoring of its answers.) Finally, the actual algorithm for determining the authentication risk of the transaction is described.

7.3.1 The ETRAM Authentication Risk Model 

The primary goal of the ETRAM ARM is to provide a basis for quantifying the risk of an attack against the authentication process of a specific SSA transaction. From our research into common industry, government, and SSA practices, and through iterative testing and refinement, it was determined that the ETRAM ARM must consider the following aspects of a transaction:

· The value of the transaction’s existence, availability, and functionality to both SSA and the customer.

· The damage that incorrect identification and authentication of the customer could cause to SSA and the actual customer.

· The motivation that an attacker has to attempt to masquerade as an actual customer by compromising the transaction authentication process.

· The opportunity available to an attacker who hopes to compromise the transaction authentication process.

· The protection available to the SSA in order to prevent a compromise of a given transaction.

It is worth noting that, in apparent contrast with common security risk management practices, there is no consideration of vulnerability in the ARM.  This can be explained by observing that vulnerabilities are attributes of specific technologies.  The ARM is designed to help SSA select security technologies for Internet authentication, so when the ARM is used the technology is not known; consequently, there is no information available to identify and score vulnerabilities.  This doesn’t mean that vulnerabilities are ignored!  As described in detail in the preceding chapter, the rating schemes for the authentication techniques in each transaction media include a consideration of the intrinsic vulnerabilities of each technique.  This means that vulnerabilities are considered implicitly during the selection phase of the ETRAM, which will be described in the next section.  In addition, vulnerabilities are considered explicitly during the Validation phase, which is discussed in Section 7.5.
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Figure 1: ETRAM Authentication Risk Model

The challenge in developing the ARM was to find the simplest, but most technically justifiable, approach to expressing and integrating the aspects arithmetically.  The approach that emerged is shown in Figures 1 through 3.

Figure 1 shows how authentication risk is modeled as a function of two risk dimensions: Importance and Exposure.  The Importance risk dimension is defined as the measure of the significance of the transaction to both SSA and the customer.  The Exposure risk dimension is defined as the measure of the potential for the transaction to be compromised.  In the ARM, the function relating Importance and Exposure is the product of multiplying the two dimensions.
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Figure 2: Importance Dimension of Authentication Risk

Both of the primary risk dimensions can be decomposed into their component parts, at which point the risk aspects of the transaction are exposed.  Figure 2 shows that the Value and Damage aspects of the transaction are subdimensions of the Importance risk dimension.  In the ETRAM, Value and Damage are multiplied together to produce Importance. Figure 3 shows that Exposure is a slightly more complex function of the Motivation, Opportunity, and Protection aspects of the transaction.  Specifically, the two Exposure subdimensions are Motivation, which is one of the risk aspects, and Access, which represents the Opportunity aspect reduced by the Protection aspect.  Exposure is the product of motivation multiplied by Access.
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Figure 3: Exposure Dimension of Authentication Risk

Having developed the basic ARM, the next step is to develop an approach to scoring the answers to the questions in the Survey using whole numbers.  Early on, the DST Team decided that the qualitative Low, Medium, and High steps on the dimensions of the ARM would each represent an order of magnitude increase in any numeric score (i.e., if Low = 10, then Medium = 100 and High = 1000).  Initially, a Base-10 scoring system was planned, but tests showed that the resulting numbers were too large to provide a reasonable sense of the relative Authentication Risks.  Through a mix of experimentation and consultation with statisticians, the team found that a Base-3 scoring system is more tractable for this application.

The ETRAM scoring approach starts with the answers to the Survey questions.  In the context of its question, each answer is qualitatively assessed as having a relative ranking of Low, Medium, or High.  Low answers are assigned a value of 1, Medium a value of 3, and High a value of 9.  In some cases, an answer to a question warrants the use of an intermediate value that is qualitatively a Medium-High and numerically a value of 6.  Each aspect of authentication risk is defined as the sum of two to six of the Survey questions.  To account for the accumulation of question scores into the risk aspects, the qualitative steps of each subdimension in Figures 2 and 3 are converted to numeric steps of Low = 3, Medium = 9, and High = 27.  Likewise, rolling up the subdimensions through multiplication means that the steps on the Importance and Exposure dimensions are converted as Low = 9, Medium = 81, and High = 729.

The final value derived for the Authentication Risk is handled slightly differently, because the conversion will actually go in the opposite direction--from a numeric to a qualitative value.  The approach chosen was to recognize that, when each qualitative step of the Importance and Exposure dimensions is assigned a number (as described above), there are only five unique step values possible for Authentication Risk: 81 (Low/Low), 729 (Low/Medium), 6,561 (Medium/Medium), 59,049 (Medium/High), and 531,441 (High/High).  All of the other qualitative combinations resolve to one of those values.
  See Figure 4.
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Figure 4: Degrees of Authentication Risk

To minimize the loss of potentially relevant information, it was decided that there would be no rounding of intermediate values as question values were rolled up through risk aspects, subdimensions, and dimensions.  This results in authentication risk numeric values that are "near" one of the degrees of authentication risk shown in Figure 4.  Because the selection phase of the ETRAM is more amenable to a small set of qualitative degrees of authentication risk, a deterministic definition of "near" is required.  The definition chosen for the ETRAM is: The values ranging from one-third of the degree of authentication risk plus 1 (or 0 for Low/Low) to three times the degree of authentication risk (or infinity for High/High).  Stated mathematically: if the degree of authentication risk is represented by the variable R, then the lower bound is ((R/3) + 1), while the upper bound is (R X 3).  The values derived from this definition are shown in Figure 4.

7.3.2 Computing Authentication Risk

Computing authentication risk starts with the facilitator scoring each of the questions on the consensus Transaction Survey.  This can be done using either the manual scoring tool provided as part of the Facilitator's Worksheet (included as Appendix B of this report) or with the spreadsheet developed to automate the scoring process.  In either case, the Facilitator should have a basic familiarity with the Survey questions and their allocation to specific authentication risk aspects.  This section provides that basic familiarity.  For additional information, consult Appendix B (Detailed Analysis of the ETRAM Survey), which explains the evolution of each Survey question, the reason for assigning it to its associated risk aspect, and the scoring value assigned to each answer in the question.  As described previously, the five authentication risk aspects are Value, Damage, Motivation, Opportunity, and Protection.  In the current Survey scoring scheme, the score to each question contributes to only one of these aspects.

Computing Value
The Value aspect of risk is elicited through a total of six Survey questions—three of which consider the value of the transaction to SSA, while the other three consider its value to the customer.  The total value of the transaction is computed as the sum of the scores for these questions.

The questions about SSA value include:

· Q1: What are the two most important services that SSA will provide through this transaction?

· Q2: What is the most SSA-sensitive information that will be collected, displayed, or changed by the transaction?

· Q3: What are the top three benefits to SSA of providing this transaction?

The questions about customer value include:

· Q7: What is the main benefit to the customer of using this transaction?

· Q8: What is the most customer-sensitive information that will be collected, displayed, or changed by the transaction?

· Q9: What class of SSA customer is most likely to use this transaction?
Computing Damage
The Damage aspect of risk is elicited through a total of five Survey questions—three of which consider the damage that a compromise of the transaction would cause to SSA, while the other two consider the damage it would cause to the customer.  The total Damage of the transaction is computed as the sum of the scores for these questions.

The questions about SSA damage include:

· Q4: What is the most likely, most harmful to SSA, compromise of SSA-sensitive information possible in this transaction?

· Q5: How difficult would it be to recover from such a compromise?

· Q6: What are the two most severe, most likely, immediate consequences to SSA of such a compromise?
The questions about customer damage include:

· Q10: What is the most likely, most harmful to the customer, compromise of customer-sensitive information possible in this transaction?

· Q11: What are the two most severe, most likely, immediate consequences to the customer of such a compromise?
Computing Motivation
The Motivation aspect of risk is elicited through a total of four Survey questions—two of which consider the gain to the attacker of a successful compromise of the transaction, while the other two consider the pain to the attacker if caught compromising the transaction.  The total Motivation of the transaction is computed as the sum of the scores for the gain questions minus the average of the scores for the pain questions.

The questions about attacker gain include:

· Q12: What are the top two reasons for an attacker to want to compromise this transaction?

· Q13: What are the two most likely sources of attack on this transaction?

The questions about attacker pain include:

· Q21: What is the strongest sanction possible for a successful attack (i.e., What is the worst we can do to an attacker we catch)?

· Q22: What is the most likely sanction for a successful attack (i.e., What is usually done to an attacker we catch)?
Computing Opportunity
The Opportunity aspect of risk is elicited through four Survey questions and is computed as the sum of the scores these questions.  The questions are:

· Q14: Who initiates the transaction?

· Q15: How often will the customer (or a rep) use the transaction?

· Q16: How much prior contact will SSA have had with the customer (i.e., how well will SSA know the customer or customer representative)?

· Q17: How often will one customer use this transaction for its intended purpose?

Computing Protection
The Protection aspect of risk is elicited through three Survey questions and is computed as the sum of the scores these questions.  The questions are:

· Q18: What are the two most effective mechanisms in place to detect a failure of the authentication process in this transaction?

· Q19: How difficult would it be to “roll back” the transaction?

· Q20: As designed, how long would it take to detect a compromise?

Determining the Degree of Authentication Risk
With all of the basic aspects of authentication risk computed from the Survey, the facilitator is now ready to start combining those values to arrive at a consolidated quantitative value for authentication risk, which can then be transformed into one of the five qualitative degrees of authentication risk that will be used during the Selection phase.

The first step is to compute the Importance dimension of authentication risk.  This is done using the equation: Importance = Value * Damage.

The next step is to compute the Exposure dimension of authentication risk; however, this requires one intermediate step to combine Opportunity and Protection into Access.  This is done using the equation: Access = Opportunity – Protection.  If the resulting value for Access is less than 0, its value is set to 1.  Exposure can now be computed using the equation: Exposure = Motivation * Access.

The final step is to determine the degree of authentication risk for the transaction. This is done by computing AuthRisk = Importance * Exposure.  The facilitator then uses the value of AuthRisk to look up the qualitative degree of authentication risk in the following table:

Table 9: Determining Transaction Degree of Authentication Risk

If AuthRisk is greater than…
…and less than…
…then the degree of authentication risk is

0
243
Low/Low

244
2,187
Medium/Low

2,188
19,683
Medium/Medium

19,684
177,147
Medium/High

177,148
N/A
High/High

7.4 The ETRAM Selection Phase

The ETRAM selection phase is intended to accomplish the following objectives:

1. Select the authentication technology for a transaction based on the media and the technologies supported by the technical operations groups with SSA. 

2. If the minimum authentication technology is not supported, work with the AuthWG to redesign the transaction to reduce the authentication risk within the primary media.

Having determined the qualitative degree of authentication risk in the transaction, the purpose of the ETRAM selection phase is to nominate the technology or technique that will mitigate the risk most effectively for the lowest economic and operational cost.  The two key factors in the selection process are the degree of authentication risk, and the media in which the transaction is being implemented.  In practice, the facilitator simply takes these two pieces of information and uses them to look up the recommended technology or technique in Table 10.  The issue of cost has been considered in the development of the Table and is documented in Chapter 6 of this report.

Table 10: Determining Risk Mitigation Technology/Technique

Authentication
Risk
Transaction Media


Internet
Telephone
Mail

Low/Low
SSLv3/TLSv1 with pin only
ID# and PIN
Optional signature, Any class mail

Medium/Low
SSLv3/TLSv1 with pin and reusable password
Multiple Random Challenge/Response
Signature, Any class mail

Medium/Medium
SSLv3/TLSv1 with pin and one-use or one-time password
Caller ID and Multiple Random Challenge/Response
Signature, First-class mail

Medium/High
SSLv3/TLSv1 mutual authn, browser-stored private key
Dial-back and Multiple Random Challenge/Response
Notarized signature, First-class mail

High/High
SSLv3/TLSv1 mutual authn or electronic signature, token-stored private key
Dial-back, Caller-ID, and Multiple Random Challenge/Response
Notarized signature, Registered mail

7.5 The ETRAM Validation Phase

While the focus of the ETRAM is on the assessment of potential transaction authentication risk, an important additional component is feedback for providing the SSA with a process for both validating the effectiveness of the deployed transaction and collecting metrics on the actual threats to SSA transactions.  These metrics can then be incorporated back into the ETRAM ARM—leading to more accurate and effective assessment of future transactions.  The following paragraphs will provide an overview of the elements needed in the validation phase.

The validation phase should support comprehensive, but timely, evaluation of both the technical (internal or “inside the box”) and non-technical (external or “outside the box”) authentication methods of the deployed transaction.  The technical assessment would focus on the internal configuration and control measures of both the transaction platform and the specific transaction authentication method. The non-technical assessment would focus on the external and manual measures implemented to complement and enhance automated internal protective methods.  This dual focus ensures that all aspects of system security are examined and that the combination of implemented manual and automated security measures provides the maximum protection benefit.

The validation phase should support examination of the combined authentication method and platform protection mechanisms to ensure that they provide the maximum level of protection identified for that mechanism in the analysis described in Chapter 6 of this report.  Because the ETRAM is based on developing and using a small number (approximately three to five) of distinct mechanisms, the DST Team recommends that the examination phase of the process be based on the development of a Common Criteria Protection Profile for the combination of each mechanism and its supporting platform.  This would then allow SSA to use the National Information Assurance Partnership (NIAP) evaluation scheme to minimize the SSA technical and program oversight required to support the validation phase.

In addition to initial deployment of the transaction, the validation phase should also include re-validation of each transaction as a result of one of the following situations:

· Immediately following any significant infrastructure configuration change (e.g., hardware upgrades or additions, software or application changes or upgrades, etc.) that could affect its level of information security;

· Immediately following any significant change (e.g., remodeling/ renovation, new environmental support or access control systems, reconstruction following a fire or similar destructive event, etc.) to the physical plant supporting the infrastructure that could affect physical or environmental security;

· Immediately following any indication that either the SSA’s internal information security level, or the threat environment (either external or internal) has or will change significantly; or 

· If a periodic review has not been conducted within some fixed period of time (generally one to two years).

8 The Evolution of the ETRAM

Following the initial research into the current process used to assess risk and identify the appropriate authentication method for a transaction, work on developing the first release of the ETRAM began.  It was clear that the ETRAM should possess the following characteristics:

· It should be self-contained and provide a record of the assumptions made and issues considered in arriving at the final decision;

· It should focus on the transaction owners, who are the ones best qualified to understand the transaction;

· It should ensure that the transaction owners understand and accept the authentication method chosen since they will be responsible for its implementation;

· It should not require any special information security skills on behalf of the participants in the ETRAM.  This is important because the SSA personnel using it would generally be from operational and policy organizations and have little or no background in INFOSEC.

The approach chosen was to structure the ETRAM around a survey that reflected the breadth and depth of the issues considered during the existing SSA process.  The answers to the questions would then be scored numerically and combined arithmetically according to an underlying risk model to derive a risk value.  The risk value would then be used in a look-up table to select appropriate authentication methods for ranges of risk values in specific transaction media (Internet, telephone, and mail).  It was felt that use of a survey and scoring mechanism that hid the details of the INFOSEC concepts would be more easily accepted by the transaction owners.

Although the survey would be the core of the ETRAM, it would be of little use without a well-defined process for applying and validating its results through the Policy and Operations organizations.  Because SSA already has an AuthWG, the DST Team decided to use this group as the foundation of the process component of the ETRAM.  Specifically, the AuthWG would be the access point for administering the ETRAM survey to the transaction owners and would validate the survey conclusions against existing organizational policies and concerns.

The test and refine process described above was chosen as the most effective approach for resolving the many individual details and collective interactions of the ETRAM Survey.  The Test and Refine process was used with the three SSA transactions required by the project SOW and specified in the ETRAM Project plan. Each of the following sections will provide:

· A summary of the ETRAM used for the test;

· A summary of the transaction used for the test;

· A summary of the results returned by the ETRAM for that transaction;

· A comparison of the ETRAM results with the AuthWG conclusions about the same transaction and an analysis of any discrepancies and usability issues identified; and 

· A description of the refinements needed to address the discrepancies  and usability issues.

8.1 Release 0.1: The Internet Retirement Insurance Benefits Claim

8.1.1 Summary of ETRAM Release 0.1

The ETRAM Release 0.1 development effort was focused entirely on the ETRAM Survey tool and the risk model used to score the questions. Release 0.1 of the ETRAM was designed to be used in a three-phase risk analysis process comprised of discovery, analysis, and selection.

During the discovery phase, the individual or team with the most intimate knowledge of the transaction purpose, scope, and implementation (i.e., the transaction owner) completes the Survey to provide the information about the transaction that is relevant for determining the kind and severity of the risks posed to SSA.  The Survey was developed based on the issues identified through interviews with the AuthWG and consisted of 23 questions sorted by the three persons involved in the risk equation--the transaction provider, the transaction customer, and the attacker. The Survey used multiple choice questions to guide the transaction owner through a detailed consideration of the issues that concern SSA policy and operations organizations.

During the analysis phase, the information collected during the discovery phase would be used to develop a profile of the risk of the transaction compromising SSA security and privacy objectives.  The primary intention of the profile would be to provide SSA with a tool to determine the best trade-off between the value of information carried by a transaction, the interest in the transaction by potential attackers, and the consequence(s) of compromising the transaction. In Release 0.1, the profile was developed from the Survey questions according to the following risk analysis model. 
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Figure 5: Security Risk Space

As used in the ETRAM, "Risk" is a measure of the potential for compromise of a transaction's security objectives.  The approach used in ETRAM Release 0.1 is to visualize this potential as volume in the three dimensional security risk space shown above in Figure 5.  The three dimensions of risk are Consequence, Value, and Exposure. Consequence refers to the effect of a compromise on the various stakeholders in a transaction.  Value refers to the perceived importance of both the transaction and the information it involves. Finally, Exposure refers to the likelihood of success of an attempt to compromise the transaction.  While any numeric values associated with a security risk assessment are arbitrary, to provide a stronger relative sense of risk magnitude, a logarithmic scale is used for each risk dimension.  In recognition of the somewhat subjective nature of risk, each dimension is also limited to three levels.

Complementing the three dimensions of risk shown in Figure 5, there are also three stakeholders for a given transaction: the sponsor of the system hosting the transaction, the user of the transaction, and the attacker of the transaction.  Part of the challenge in this version of the ETRAM was to integrate these stakeholders into the risk equation.  The approach chosen was to visualize the value for each dimension of the security risk space as a volume in risk space.  For two of the dimension risk spaces—Value and Consequence—the questions are subdivided to reflect the perspectives of each of the three stakeholders.
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Figure 6: Consequence Dimension Space

Consequence is a measure of an attacker's motivation to compromise a transaction.  This motivation is basically the product of the degree of harm that compromising the transaction will inflict on the sponsor and customer divided by the degree of harm to which the attacker would be subject if caught.  Thus, for the sponsor and the customer dimen​sions, higher values indicate a greater incentive for the attacker to target the transaction.  On the other hand, for the attacker dimension, the higher values indicate a reduction in the per​sonal consequences of successful compromise of the transaction.  For this reason, a higher personal consequence to the attacker actually reduces that attacker's incentive to target the transaction and therefore reduces the aggre​gate Consequence value.  The conceptual model of the Conse​quence dimension space is shown in Figure 6.
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Figure 7: Value Dimension Space

Value is a measure of a sponsor's motivation to protect the transaction from compromise.  This motivation is basically the product of the interest that each the sponsor, the customer, and the attacker have in either the transaction or the information that it exposes.  Value is a function of the importance to the SSA of the information exposed by the transaction and the customer's perception of the convenience of dealing with the SSA.  For the customer, Value is a function of the accuracy of the data as it relates to receiving SSA benefits and the protection of uniquely identifying data that can be used for impersonation or location.  For the attacker, Value is essentially a function of the consequences to the sponsor and customer of having the transaction compromised.  The conceptual model of the Value dimension space is shown in Figure 7.
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Figure 8: Exposure Dimension Space

Exposure is a measure of a customer’s perception of the possibility for the transaction to be compromised.  The degree of danger perceived either encourages or discourages the use of the transaction and, therefore, the realization of the transaction’s value to the sponsor.  Figure 8  depicts this exposure dimension space.

During the Selection phase, the risk level and the transaction media were used to identify the set of authentication techniques that provide the desired degree of risk mitigation for the media.  The specific set of techniques and the criteria used to select the specific technique are expected to evolve rapidly and would normally be defined by the SSA organization responsible for the overall SSA Internet strategy.

8.1.2 Summary of the Internet Retirement Insurance Benefits Claim Transaction

The Internet Retirement Insurance Benefits (IRIB) claim transaction is primarily a Web-based application that allows customers who are eligible for Social Security benefits to file their claim for benefits over the Internet.  It is currently in the final stages of testing in preparation for deployment by the end of CY2000.  The Web component of the transaction allows a customer to complete an online form that collects the information required to initiate Social Security retirement benefits.  Upon acceptance of the Web form, the customer receives a Document Control Number (DCN) and instructions to print, complete, sign, and mail in a form that confirms that the information that they entered is correct and true.

8.1.3 Summary of ETRAM Release 0.1 IRIB Results

The ETRAM Release 0.1 test was conducted during the course of one day with a Transaction Owners Team (TOT) consisting of four SSA personnel drawn from the Operations, Systems, and Program groups.  Each member of the TOT was instructed to complete a copy of the Survey.  They were then responsible for scoring the questions and computing the magnitude of the Value, Consequence, and Exposure components of risk.  Finally, they had to use the risk components and an assumed degree of risk tolerance to determine one of three qualitative degrees of authentication mechanism strength.

The DST Team reviewed the Surveys to check the weighted scores for the questions and to validate the overall answer against the AuthWG’s conclusions.  The overall answers uniformly showed that the full scope of the transaction—including authentication of the claimant’s identity—was in the highest risk category.  There were wide variations in the answers to specific questions; however, in all cases the numbers combined to show maximum values of risk.  One reason for the wide variation in individual responses was that each of the members of the TOT was using a different view of the transaction—ranging from only the Internet portion of what had been implemented to the complete scope of the transaction as described above (albeit implemented entirely through the Web).

8.1.4 ETRAM Release 0.1 Lessons Learned

· The fact that the values always resulted in a qualitative answer of “High” indicated that the weighted values for the answers to questions were not quite correct with respect to their use in the risk equations.

· Many of the variations in the answers to questions could be traced to the different views of what constituted the transaction.  However, the discussions after the “official” ETRAM test often resulted in a very quick consensus about both the scope of the transaction and the most reasonable answers to specific questions that had a wide range of answers.

· Many of the questions could be trivially, but truthfully, answered by selecting all answers.  On review of the original intent of the questions, it was determined that the actual intent was to identify the top couple of answers that addressed the most common and critical aspects of that issue.

· In many cases the wording of the questions and answers was the greatest barrier to getting the most accurate answers.  On discussion with the TOT members, it was clear that the primary problem was incorrect use of words that have a “reserved” meaning in the SSA culture.  There were also cases where the phrasing of a question or its answers was simply too vague for the respondents to deduce the question’s intent.

8.1.5 Planned Refinements for ETRAM Release 0.2

· The ETRAM development team responded to the first discovery above with a two-part refinement.  First, the numeric scores would use Base 3, rather than Base 10, for scoring the answers.  That is, Low would equal 1, Medium would equal 3, and High would equal 9.  The second part of the refinement was the realization that the three-dimensional risk model used in ETRAM Release 1 was too complex for this environment.  The team decided that a two-dimensional model composed of Consequence and Exposure would be more appropriate for the SSA Authentication risk environment.

· The DST Team responded to the second discovery above with a refinement that added a step to the Survey and a change in the ETRAM process.  The survey would start with the respondent documenting the scope and architecture of the transaction for which the Survey questions would be answered.  The change to the ETRAM process involved the TOT then presenting their individual perceptions of the transaction and working together to develop a consensus perception of the transaction.

· The DST Team responded to the third and fourth discoveries above by revising the problem questions and answers in response to specific complaints about vague or improper wording.  The questions were also reviewed to determine the optimal number of answers needed for each question to capture the full sense of the risk factor being addressed.  This resulted in each question having between one and three answers out of a large set of possible choices.

8.2 Release 0.2: The Change of Address Request

8.2.1 Summary of ETRAM Survey Release 0.2

To implement the first change identified above, the basic model of authentication risk was changed from the three dimensions of Release 0.1 to a two-dimensional model consisting of Consequence and Exposure.  This version of the model did not attempt to provide any visualization of Consequence and Exposure, which were instead simply expressed as functions of eight different authentication risk aspects, specifically:

· Provider value,

· Provider damage,

· Customer value,

· Customer damage,

· Threats to the transaction,

· Opportunity (to attack the transaction),

· Intrinsic protection, and

· Attacker sanctions.

The Consequence dimension was computed as the product of multiplying together provider value, provider damage, customer value, and customer damage.  The Exposure dimension was computed as the product of dividing the sum of threat and opportunity by the sum of intrinsic protection and attacker sanctions.

8.2.2 Summary of the Change of Address Request Transaction

The Change of Address (CoA) transaction is a Web-based transaction that allows individual customers who are currently in the SSA database with direct deposit to submit a change to their current address.  The address is used to mail reports to individuals who exist in the SSA Master Beneficiary Record (MBR) database.  The transaction is currently in the planning in preparation for testing and eventual deployment.  The Web component of this transaction will have a customer fill out a form to identify the new address and effective date of change.  Upon acceptance of the form by SSA, the MBR database will be updated and a notice sent to the old address (and possibly the new address) informing the individual that a change had been submitted.

8.2.3 Summary of ETRAM Release 0.2 CoA Results

The ETRAM Release 0.2 test was conducted during the course of two days with a TOT consisting of three SSA personnel drawn from the Operations and Programs groups.  In the first session, each member of the TOT was instructed to complete a copy of the Survey, which now included a request for a description of the transaction and a diagram, which highlighted the flow of information.  This process took less than an hour.  In the second session, the entire TOT then discussed the completed surveys question-by-question.  The first step was to come to consensus on what the transaction actually entailed, with specific regard to what information was being exposed over the Internet.  The TOT then quickly agreed on an information flow diagram.  The third step was to review and discuss each answer in the Survey.  After consensus was reached on each answer, a group consensus answer was documented on a separate Survey sheet.  The Survey sheet included a weighted score for each answer.  This process took approximately two hours.

Upon completion of the Surveys by the TOT, scores were tabulated for each individual Survey, as well as for the TOT consensus answers.  The results were analyzed in order to determine the range of individual answers and whether those results were consistent with the consensus answers.

8.2.4 ETRAM Release 0.2 Lessons Learned

· The exercise of having individuals clearly define the transaction as part of the survey was clearly beneficial in helping determine the appropriate answers in the Survey.  In many cases individuals stated that if they had known the group consensus before filling out the questions on the survey, they would have changed their initial answers.

· The wording of some questions was still somewhat confusing; however, during the group consensus phase most of the confusion was resolved.

· The use of a de facto facilitator, from The DST Team, to explain the Survey process and to act as a resource in explaining questions greatly assisted the TOT in rapidly reaching consensus.

· The interactions between the TOT members allowed for a free exchange of viewpoints.  This allowed the group reach a consensus answer through a process of discovery and discussion rather than through a simple majority rules approach.

· The results of ETRAM Release 0.2 indicated that the level of risk determined by the individuals was consistent with the consensus answers.

· The extensive use of multiplication in computing authentication risk from the survey answers caused the final answers to remain in the hundreds of thousands, despite the switch to Base-3 scoring of the survey questions.  Thus, it remained difficult to get an intuitive sense of the authentication risk posed by a transaction.

· The absence of a theoretical foundation for computing the Consequence and Exposure dimensions cast doubt on the validity of the model because it eliminated the opportunity to explain and validate the computations with past experience in risk assessment.

8.2.5 Planned Refinements for ETRAM Release 0.3

· The DST Team responded to the first discovery above with a procedural refinement of having the TOT complete the individual transaction descriptions and the group consensus task description before completing the ETRAM questionnaire.

· The DST Team responded to the second discovery above with a revision of several of the questions in order to simplify the answers.  In addition, some additional questions were added in order to allow for a greater selection of less confusing answers.

· The DST Team responded to the third and fourth discoveries by recommending that a facilitator be a permanent part of the overall ETRAM process. In addition, the questions were rearranged so that they were grouped relative to what risk factor they would be used to calculate.  In order to remove bias from the selection of specific answers the scoring values were removed from the questionnaire.

· The ETRAM development team responded to the sixth and seventh discoveries with extensive revisions to the model of authentication risk.  The revisions included the re-introduction of explicit graphical representations of the risk aspects that comprise Value and Importance and the exclusive use of addition and subtraction to compute risk aspect scores from question scores.

8.3 Release 0.3: The Representative Payee Report

8.3.1 Summary of ETRAM Survey Release 0.3

The DST Team devoted extensive time and effort to developing a more theoretically sound model of authentication risk than that used previously.  The ultimate result of these efforts was the production of the ARM described in Chapter 7.  Notable changes included the change of the term Consequence to Importance to make it more descriptive of the dimension, and decreased use of multiplication and division in favor of addition and subtraction.  The end result was a risk model that “feels” correct to the members of the DST Team, is more easily understood by the SSA AuthWG, and yields more sensible quantitative values.

8.3.2 Summary of the RPR Transaction

The Representative Payee Report (RPR) transaction is a Web-based transaction that allows individual customers or institutions that are collecting and managing benefits on behalf of individuals to receive and forward data to SSA.  A transaction is initiated by SSA, which produces a report of benefits paid to a custodian and requests a response back that outlines how the money was used.  The transaction is currently in the preliminary phase of planning and preparation so many of the transaction details had not been determined prior to the initiation of the ETRAM process.

8.3.3 Summary of ETRAM Release 0.3 RPR Results

The ETRAM Release 0.3 test was conducted during a single three-hour session with a TOT consisting of three SSA personnel drawn from the Operations and Programs groups.  In the session, each member of the TOT was instructed to first complete the initial portion of the Survey, which includes a description of the transaction and a transaction diagram that highlights the flow of information.  The TOT then discussed the individual results and determined a consensus for the transaction description.   After consensus was achieved and a rough transaction diagram was agreed upon, the individuals then completed the ETRAM questionnaire.  After the questionnaires were completed each question was discussed by the TOT, with a single member of the DST team acting as facilitator.  The direct byproduct of the question-by-question discussion was the filling out of a separate questionnaire that represented the TOT consensus opinion.

Upon completion of the Surveys by the TOT, scores were tabulated for each individual Survey, as well as for the TOT consensus answers. The results were analyzed to determine the deviation of the individual values from the consensus value for the degree of authentication risk.

8.3.4 ETRAM Release 0.3 Lessons Learned

· The two previous transactions dealt primarily with personal information so the questions and answers were skewed toward the sorting of risk related to that category of information. The RPR transaction was heavily involved in exposing considerable amounts of financial information and it became evident that a refinement of some of the questions would allow better consideration of financially-motivated risks.

· The results of the ETRAM indicated that the level of risk determined by the individuals was consistent with the consensus answers.  However upon further analysis it was determined that one factor (an AuthWG-supplied acceptable level of risk for the transaction) that was being used to calculate the authentication mechanism was causing a skewing of the results. 

8.3.5 Planned Refinements for ETRAM Final Release 1.0

· The DST Team responded to the first discovery above by adding additional answers that would provide unambiguous choices and by further refining some of the questions.

· The DST Team responded to the second discovery by eliminating the acceptable risk level factor from the calculation method.  To compensate for the removal of this factor, the entire calculation was analyzed and refined.  Once the new model was determined, the RPR transaction answers were recalculated to ensure consistency of all results.

· Authentication mechanism numerical ranges were adjusted in order to correspond with the refined numerical model mentioned above.

9 rECOMMENDATIONS

The DST Team has developed numerous ideas for future evolution of the ETRAM tools and processes.  The Team has also identified system development activities that would provide for more effective application of the ETRAM results.  The following recommendations are presented for consideration and possible action by SSA:

· Implement the Survey and scoring spreadsheet as a Web-based, Java, or Excel application.

· Combine an automated Survey tool with Web-based workflow and collaboration products to automate the process components of the ETRAM.

· Refine and augment the Authentication Risk Model ARM to better capture and reflect SSA concerns and biases.

· Consider using different base numbers for the Importance and Exposure dimensions of authentication risk to reflect a bias (higher number) towards one or the other variable.

· Explicitly consider the effect that vulnerabilities in customer and partner IT systems have on SSA transactions and systems.

· In contrast to the current version of the ETRAM, where each question is independent of all others, future versions of the tool could account for interactions between questions that are assigned to different authentication risk aspects.  In other words, the ETRAM could be designed to allow the answers for one question to directly affect the scoring of another question.

· Further refine existing Survey questions and add new ones to reflect insights gained from re-assessing the SSA policy and operational environment using the ARM.

· Refine existing Survey questions and add new ones to reflect insights gained from actually deploying indirect transactions.

· Extend the ETRAM to consider other aspects of transaction security (e.g. access control, security logging, and audits) that are associated with the back-end processing of a transaction.

· Develop a comprehensive cost/benefit model for SSA assessments of authentication technologies and techniques.

· Specify, prototype, and test an ETRAM validation phase process.

· Develop an "authentication portal" that provides "one-stop authentication" for visitors to the ssa.gov site and that provides a single interface and infrastructure for managing customer authentication information.

· Develop and validate an electronic transaction deployment platform that provides security services for use by many transactions.

Appendix A: List of Acronyms

ACES
Access Certificates for Electronic Services

ADP
Automatic Data Processing

ARM
Authentication Risk Model

AuthWG
Authentication Working Group

C/R
Challenge/Response

CA
Certification Authority

CoA
Change of Address

COTS
Commercial Off-The-Shelf

CSC
Computer Sciences Corporation

DNS
Domain Name System

DCN
Document Control Number

DoD
Department of Defense

DST
Digital Signature Trust

E-Mail
Electronic Mail

ETRA
Electronic Transaction Risk Assessment

ETRAM
Electronic Transaction Risk Assessment Methodology

FTP
File Transfer Protocol

GAO
General Accounting Office

GOTS
Government Off-The-Shelf

GPEA
Government Paperwork Elimination Action of 1998

GSA
General Services Administration

HTTP
HyperText Transfer Protocol

HTTPS
HyperText Transfer Secure

HW
Hardware

ID
Identification

INFOSEC
Information Security

IP
Internet Protocol

IRIB
Internet Retirement Insurance Benefits

IPSEC
Internet Protocol Security

ISP
Internet Service Provider

IT
Information Technology

LDAP
Lightweight Directory Access Protocol

MBR
Master Beneficiary Record

NIAP
National Information Assurance Partnership

OMB
Office of Management and Budget

OPSEC
Operational Security

PDU
Protocol Data Unit

PHA
Preliminary Hazard Analysis

PIN
Personal Identification Number

PKI
Public Key Infrastructure

RFC
Request For Comment

RPR
Representative Payee Report

S/MIME
Secure/Multipurpose Internet Mail Extensions

SMTP
Simple Mail Transfer Protocol

SOW
Statement of Work

SRL
Security Risk Level

SRM
Security Risk Model

SSA
Social Security Administration

SSL
Secure Socket Layer

SW
Software

TCP
Transmission Control Protocol

TLS
Transportation Layer Security

TO
Task Order

TOT
Transaction Owners Team

TTP
Trusted Third Party

UDP
User Datagram Protocol

USB
Universal Serial Bus

USPS
United Stated Postal Service

VPN
Virtual Private Network

Appendix B: ETRAM Transaction Survey

Part 1: Transaction Architecture

The questions in this tool are intended to elicit information about the security risk of implementing a SSA transaction over a media in which there is no personal contact between a SSA customer and a SSA employee.  The specific media addressed by this tool are the Internet, the telephone, and the postal mail.  Before answering the questions, it is important to have a clear picture of the purpose of, and the information processed by, the transaction.  Please provide a short description of your understanding of the purpose of the transaction and the information that it processes.

Transaction Description

Pre-conditions
Processing
Post-conditions





Please draw the simplest possible diagram that shows your understanding of the flow of information within the transaction.
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Part II: Transaction Authentication Risk Assessment Questionnaire

Instructions
· For the purposes of this survey, the term “customer” refers to any non-SSA person or entity including but not limited to:

· Title II beneficiaries and Title XVI recipients or their representatives, 

· claimants for any type of benefits, 

· wage earners requesting a Social Security Statement,

· employers supplying AWR data, 

· state Disability Determination Services, 

· state Social Services or Workmen’s Compensation agencies, 

· other Federal agencies, etc.

· Answer questions 1 and 3.  If only the first possible answer in each question applies, STOP!  The transaction poses no measurable risk and further analysis is not required. If either question includes other answers, complete the remaining 21 questions

· If you finish the survey, but feel that additional information is relevant, please document it on the remainder of this page

Additional Information or Comments

Notes:

This is the first of the six questions that elicit information about the value of the transaction, in this case from the perspective of SSA.  While the primary goal of this question is to discover the value of the services being offered through the transaction, this necessarily touches on the value (to SSA) of the information that is collected, modified, or stored through the transaction. In fact, it is the value of this information that provides the discriminator for the score of each answer.  Publicly available information that is only being published poses no (0) authentication risk because there is no requirement to know the identity of the customer accessing such information.  The collection of new (i.e., previously unknown to SSA) personal information poses a low (1) authentication risk because the identity of the customer entering the information is not as crucial as the identity of the customer who specifically asks that the information be used to affect benefits processing.  Services that modify existing information about a customer pose a medium authentication risk (3).  The rationale is that, while the information can affect the processing of benefits, there is an implicit assumption that SSA has had prior contact with the customer and therefore will be able to conduct some internal consistency checks on the new information.  Contributions accounting information is considered a medium-high (6) authentication risk because of the tax law requirements for maintaining traceability of the contributions into a customer retirement account.  Disclosure of personal information poses a high (9) authentication risk because the Privacy Act places strict requirements on any element of the US Government to establish the identity of the customer to whom any personal information is released.  Likewise SSA must be very certain of the identity of any customer requesting that SSA benefits be started to protect itself against fraud, so benefits initiation also poses a high (9) authentication risk.
1.
Please check the 2 most important services that SSA will provide within the scope of this transaction.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Publish publicly available information





0


Collect new personal information





1


Modify personal information





3


Change SSA benefits processing





3


Terminate SSA benefits





3


Collect benefits accounting information





3


Collect contributions accounting information





6


Disclose personal information





9


Initiate SSA benefits





9


Sum of the Values 


Notes:

This is the second of the six questions that elicit information about the value of the transaction, in this case from the perspective of SSA.  This question is oriented towards the value that SSA accrues by having the transaction exist and be available.  The primary discriminator for the scores of the answers is the SSA perception of the customers’ reaction to that reason for having the transaction and the consequential incentive that it would give an attacker to compromise the transaction.  Thus, more efficient record keeping poses a low (1) authentication risk because it isn’t particularly visible to the customer and therefore a loss of the efficiency due to an attack would not affect the actual customers of the transaction.  Timely collection of information, customer participation, more accurate records, and improved SSA productivity are all assigned a medium (3) authentication risk.  The rationale is that they are all characteristics that are more visible at the customer interface and therefore compromising the identity of the customer would affect the actual customers’ perception of the realization of the characteristic in this transaction.  Customer satisfaction and faster and more timely payment of benefits pose a high (9) authentication risk because they are the primary drivers for SSA to make the transaction available.  Compromising a customer’s identity would discourage the use of the transaction by other customers, thus wasting the SSA investment in the transaction. 

2. Please check the top 3 benefits to SSA of providing this transaction.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Faster and more timely collection of information





3


More customer participation





3


Customer satisfaction





9


More efficient record keeping





1


More accurate records





3


Improved productivity within SSA





3


Faster and more timely payment of benefits





9


Sum of the Values 


Notes:

This is the third of the six questions that elicit information about the value of the transaction, in this case from the perspective of SSA.  While the Question 1 indirectly considered the value of the information exposed by the transaction, this question considers it directly.  The primary discriminator for information value at SSA is the Privacy Act, with secondary discriminators being FOIA and the tax laws that enable SSA to collect benefits contributions as payroll taxes.  As with Question 1, publicly available information poses no (0) authentication risk because there is no legal requirement for knowing the identity of the customer to whom it is released.  Information covered by FOIA and tax law poses a medium (3) authentication risk because, while compromise of a customer’s identity opens SSA to fraud, it is possible to quantify and recover from the damage. Conversely, the disclosure of any information subject to the Privacy Act, and any consequential damage, is permanent and therefore poses a higher risk. Disclosures of such information could also expose SSA to severe embarrassment and censure. Thus, the compromise of information subject to the Privacy Act regarding one individual is poses a medium-high (6) authentication risk, while the compromise of such information regarding many individuals poses a high (9) authentication risk.

3.
Please check the single most SSA-sensitive kind of information that will be collected, displayed or changed within the scope of one instance of this transaction.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Publicly available





0


One individual's record that is subject to the Privacy Act





6


Many individuals records that are subject to the Privacy Act





9


Information covered by a FOIA Exemption





3


Sum of the Values 


Notes:

This is the first of the five questions that elicit information about the damage that incorrect authentication of the customer during this transaction would cause, in this case from the perspective of SSA.  This question is eliciting the worst case, most commonly compromised operational information protection policy that could occur because of incorrect customer identification.  The answers fall into the standard information protection policy categories of Confidentiality, Integrity, and Availability.  In the context of SSA, incorrect customer authentication leading to denial of service poses a low (1) authentication risk because it is relatively easy to recover operationally from such a compromise and it has little economic or political affect on SSA.  Incorrect customer authentication that leads to modification or destruction of SSA records poses a medium (3) authentication risk.  The rationale is that it is possible to recover operationally from the fraud to which this kind of compromise can expose SSA, but there are likely to be residual economic or political effects.  Finally, incorrect customer authentication leading disclosure of information that SSA considers sensitive poses a high (9) authentication risk because it is essentially impossible to recover the information that is disclosed and a disclosure compromise tends to have a severe political affect on SSA.

4.
Please check the 1 kind of compromise of SSA-sensitive information that is both most likely and most harmful to SSA for this transaction.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Disclosure





9


Modification of record(s)/misuse/fraud





3


Denial of Access





1


Destruction of records





3


Sum of the Values 


Notes:

This is the second of the five questions that elicit information about the damage that incorrect authentication of the customer during this transaction would cause, in this case from the perspective of SSA.  This question is elicits the feasibility of recovering from the kind of compromise identified in question 0 as well as the effort that SSA would have to expend to recover from such a compromise.  The answers are scored based on the difficulty of recovery.  Thus, easy recovery poses a low (1) authentication risk, while hard, but possible, recovery poses a medium (3) authentication risk.  Finally, a compromise from which recovery is effectively impossible poses a high (9) authentication risk.

5.
How difficult would it be to recover from the effect(s) of the compromise checked in question 0?
Transaction Owner
Group

(
Score
Value


1
2
3
4




Easy





1


Hard





3


Impossible





9


Sum of the Values 


Notes:

This is the third of the five questions that elicit information about the damage that incorrect authentication of the customer during this transaction would cause, in this case from the perspective of SSA.  The question is looking at the most likely, and simultaneously most common, harm to SSA in the event that the kind of compromise identified in question 0 occurred.  The answers are scored based on the energy that SSA would have to expend to recover from each type of harm.  Thus, nuisance attacks pose a low (1) authentication risk because SSA can generally ignore any specific attack and respond generally with modifications to internal operational policies to reduce the possibility of similar attacks in the future.  Damage associated with being noticed by one of the official or unofficial SSA oversight bodies, such as (officially) Congress and the President and (unofficially) the press poses a medium (3) authentication risk.  This is because SSA would have to conduct internal investigations to provide the evidence to justify their failure to prevent the compromise before the fact.  Finally, damage associated with fraud, failure to prevent a legally proscribed compromise, or a compromise that causes customers to doubt the ability of SSA to protect their information and benefits poses a high (9) authentication risk because it can have a profound impact on the ability of SSA to fulfill its mission.

6.
Please check the top 2 ways that SSA could most likely be harmed if the kind of compromise checked in question 0 occurred.  The answer should focus on immediate or near-term consequences.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Nuisance





1


Fraud





9


Legal liability





9


Embarrassment





3


Loss of public trust





9


Loss of Congressional trust





3


Loss of Executive trust





3


Sum of the Values 


Notes:

This is the fourth of the six questions that elicit information about the value of the transaction, in this case from the perspective of the customer.  This question examines the reason that SSA expects customers to choose to use this transaction.  The ratings are essentially scaled against the SSA perception of the customers’ perception of the convenience of the transaction.  Customer involvement in the benefits initiation and tracking process, while an important motivation, poses a low (1) authentication risk because it provides minimal additional convenience to the customer.  More convenient access to SSA and the service embodied in the transaction pose a medium (3) authentication risk because they provide a noticeable increase in the likelihood that customers will choose to use the transaction.  The ability for the customer to more directly integrate their accounting processes with their SSA payment and reporting obligations poses a high (9) authentication risk because it is expected to provide customers with a very strong motivation to use the transaction.

7. Please check the top 1 benefit to the customer of using this transaction.
Transaction Owner
Group

(
Score
Value


1
2
3
4




More convenient physical access to complete the transaction





3


Expanded access to SSA (7  days a week/24 hours a day)





3


Sense of involvement in the process





1


Ability to directly transfer the transaction data to or from a customer database





9


Sum of the Values 


Notes:

This is the fifth of the six questions that elicit information about the value of the transaction, in this case from the perspective of the customer.  This question asks the transaction owners to consider the value of the information that is collected, modified, or stored through the transaction from the perspective of, and in terms relevant to, the customers.  Answers are scored based on the confidence that the actual customer wants to have that SSA has established the correct identity of the customer that receives the information.  Of the answers shown benefits status (a listing of the benefits that the customer is currently receiving or eligible to receive) poses a low (1) authentication risk because such information would not be perceived to provide an attacker with the opportunity to harm the customer.  Information that reveals the location or economic or health status of the customer poses a medium (3) authentication risk because there are several real, but not particularly common, scenarios in which that information could be misused if it isn’t carefully controlled and only given to the actual customer.  From the standpoint of the actual customer, information that could be used to masquerade as the actual customer in other contexts or steal or stop the actual customer’s benefits payments poses a high (9) authentication risk.

8.
Please check the single most customer-sensitive kind of information that will be collected, displayed or changed within the scope of this transaction?
Transaction Owner
Group

(
Score
Value


1
2
3
4




Information that enables identity theft





9


Information that enables benefits theft or interruption





9


Location





9


Economic status





3


Health status





3


Benefits status





1


Sum of the Values 


Notes:

This is the sixth of the six questions that elicit information about the value of the transaction, in this case from the perspective of the customer.  This question elicits a qualitative estimate of the volume of use that the transaction will see and thus serves to indirectly determine the importance of establishing the correct customer identity so that the transaction operates as expected for each customer.  Generally the more the transaction is used, the more important it is to determine the correct customer identity – the exceptions being a foreign government, where the risk be rated higher to compensate for the potential difference in custom and law for personal privacy and a US Federal Agency, where the risk can be rated lower to account for the fact that both are subject to the same requirements for protection of customer information.  Thus, US Federal Agencies would be expected to have a moderate rate of traffic but identical protection policy and therefore pose a low (1) authentication risk.  A transaction that is available to any customer on the Internet could have very high usage and would therefore pose a high (9) authentication risk because it would allow a wider range of customers to use SSA resources.  All other answers pose a medium (3) authentication risk because the transactions are conducted with known and generally trusted partners.

9.
Please check the 1 kind of SSA customer that is supposed to use this transaction.
Transaction Owner
Group

(
Score
Value

1. 
1
2
3
4




Anyone





9


Known customer/non-beneficiary





3


Current Beneficiary





3


Employer





3


US Federal Agency 





1


State/local government 





3


Foreign government





3


Sum of the Values 


Notes:

This is the fourth of the five questions that elicit information about the damage that incorrect authentication of the customer during this transaction would cause, in this case from the perspective of the customer.  This goal of this question is to determine the kind of compromise that SSA believes customers of the transaction would consider most damaging to themselves while simultaneously being perceived as most likely to occur.  As with question 4, the answers fall into the standard information protection policy categories of Confidentiality, Integrity, and Availability.  Answers are scored based on the amount of effort the customer will have to expend to recover from such a compromise.  For the customer, incorrect customer authentication leading to denial of service poses a low (1) authentication risk because the customer would only have to keep trying to access the transaction until it is again available. Incorrect customer authentication leading to modification or destruction of SSA records pertaining to the customer poses a medium (3) authentication risk because it is possible for such destruction to require the actual customer to re-establish, or provoke SSA into re-establishing, their record with SSA. Finally, incorrect customer authentication leading disclosure of information that the customer considers sensitive poses a high (9) authentication risk because it is essentially impossible to recover the information that is disclosed. In addition, the information disclosed would usually permit the attacker to steal the actual user’s identity, benefits or both. This would force the actual customer to first convince SSA and other organizations that their identity had been stolen and then force them to absolve the customer of the legal and economic obligations made in their name, but not by them.

10.
Please check the single kind of compromise of customer-sensitive information that is both most likely and most harmful to the customer for this transaction.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Disclosure





9


Modification of record(s)/misuse/fraud





3


Denial of Access





1


Destruction of records





3


Sum of the Values 


Notes:

This is the fifth of the five questions that elicit information about the damage that incorrect authentication of the customer during this transaction would cause, in this case from the perspective of the customer. The question is looking at the most likely, and simultaneously most common, harm to the customer in the event that the kind of compromise identified in question 0 occurred.  As with question 0, the answers are scored based on the energy that the customer would have to expend to recover from each type of harm.  Nuisance poses a low (1) authentication risk because the customer can simply ignore the compromise. Revelation of private information (other than identity) and exposure to legal liability both pose a medium (3) authentication risk because the corrective measures would generally involve dealing only with SSA to resolve the problem.  Compromises that cause SSA to stop paying benefits, cause SSA benefits to be diverted or stolen, or permit the actual customer’s identity to be stolen (i.e., used to incur legally binding obligations on the actual customer in other contexts) pose a high (9) authentication risk because they will usually require extensive interaction and possibly litigation with organizations other than SSA.

11.
Please check the top 2 ways that the customer could be harmed if the kind of compromise checked in question 0 occurred.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Nuisance





1


SSA would stop paying benefits 





9


Identity theft





9


SSA benefits are diverted or stolen





9


Revelation of private information (other than identity)





3


Exposure to legal liability





3


Sum of the Values 


Notes:

This is the first of the four questions that elicit information about the motivation (e.g., incentives and disincentives) for an attacker to compromise this transaction, in this case one of the incentives.  The answers to this question are scored based on the specificity of the targeting for the motivation and therefore the likelihood that the attacker will actually try to attack a particular instance of this transaction.  General malice towards any service offered in the target transaction media poses a low (1) authentication risk to this specific transaction because the attack will only occur if the attacker accidentally happens upon the transaction and will usually not involve any specialized attack techniques.  More specific malice towards any government or SSA service offered in the target transaction media poses a medium (3) authentication risk to this specific transaction because the attacker will have done some general research on the target transaction and could be using more specialized tools.  Specific targeting of the service in order to attack a specific beneficiary or commit fraud poses a high (9) authentication risk to this specific transaction because the attacker will probably have conducted extensive research about the transaction and is more likely to develop tools to attack this specific transaction.

12.
Please check the top 2 reasons for an attacker to want to compromise this transaction.
Transaction Owner
Group

(
Score
Value


1
2
3
4




Economic gain





9


Beneficiary-specific malice





9


SSA-specific malice





3


Government-specific malice





3


General Internet "hooliganism" or malice





1


Sum of the Values 


Notes:

This is the second of the four questions that elicit information about the motivation (e.g., incentives and disincentives) for an attacker to compromise this transaction, in this case one of the incentives.  The incentives being elicited here have to do with the underlying social motivations of the attacker and the consequential degree of expertise that they are likely to bring to any attack they might mount.  The answers are scored primarily on the resources the attacker can marshal, since that is the real source of the authentication risk.  Casual, political and specifically malicious individuals all pose a medium (3) authentication risk because they bring only a single attacker with limited resources and (usually) general attack skills for the transaction media.  On the other hand, investigative media, criminals, and foreign intelligence services pose a high (9) authentication risk because they can apply multiple attackers with a wider range of skills and resources to the problem of compromising the authentication mechanisms in the transaction media.

13.
Please check the 2 most likely sources of attacks against this transaction?
Transaction Owner
Group

(
Score
Value


1
2
3
4




Casual Cracker





3


Political Cracker





3


Malicious Individual 





3


Investigative Media





9


Opportunistic Criminal





9


 Long-term criminal activity or organized crime





9


Foreign Intelligence Service





9


Sum of the Values 


Notes:

This is the first of the four questions that elicit information about the opportunity that an attacker has to compromise this transaction.  This particular question elicits information about the initiator of the transaction.  The answers are scored based on how well the initiator is known to SSA and therefore how trustworthy the process will probably be.  Transactions initiated by SSA pose a low (1) authentication risk because they provide SSA with the maximum control over the process and customers.  Transactions initiated by a known customer pose a medium (3) authentication risk because, while the customer is previously known to SSA, they have probably used the transaction before and therefore the authentication process could have been observed. Transactions initiated by an unknown customer pose a high (9) authentication risk because the customer is not known and could be an attacker attempting to masquerade as an actual customer before the actual customer has initiated a record with SSA.

14. Who initiates the transaction? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




SSA





1


Known customer





3


Unknown customer





9


Sum of the Values 


Notes:

This is the second of the four questions that elicit information about the opportunity that an attacker has to compromise this transaction.  This question looks at the frequency with which a specific customer invokes the transaction.  The answers are scored on the principal that a higher frequency of invocation provides more opportunity for an attacker to observe the transaction and mount an attack against a specific actual customer.  A transaction with a frequency measured in years poses a low (1) authentication risk because there are few opportunities to observe the transaction for weaknesses, especially with respect to the authentication process for a specific customer.  A transaction with a frequency measured in months poses a medium (3) authentication risk because are more total transactions and specifically more opportunities to observe the authentication process for a specific customer.  A transaction with a frequency measured in weeks or less poses a high (9) authentication risk because there are many, close together, opportunities to observe the authentication process for a specific customer.

15.
How frequently will the transaction be used by, or on behalf of, a specific customer or beneficiary? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




Hourly





9


Daily





9


Weekly





9


Monthly





3


Quarterly





3


Yearly





1


Once





1


Sum of the Values 


Notes:

This is the third of the four questions that elicit information about the opportunity that an attacker has to compromise this transaction.  This question looks at the prior contact that SSA will have had with the customer.  The answers are scored on the basis that less contact will provide the attacker with a stronger opportunity to masquerade as an actual customer.  Regular contact between the customer and SSA on any transaction poses a low (1) authentication risk because SSA will have extensive and current additional information for validating the identity of that customer.  Occasional contact between the customer and SSA poses a medium (3) authentication risk because there will be some additional identification information available, but it will not necessarily be current.  Finally, no prior contact between the customer and SSA poses a high (9) authentication risk because there is no additional identification information and consequently the attacker has a greater opportunity to assume the actual customer’s identity.

16.
How much contact will SSA have had with the customer/beneficiary in the context of any SSA transactions prior to this transaction? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




None





9


Occasional





3


Regular





1


Sum of the Values 


Notes:

This is the fourth of the four questions that elicit information about the opportunity that an attacker has to compromise this transaction.  This question is similar to the last question, but looks at the prior use of the specific transaction by the actual customer.  The answers are scored on the basis that more regular use provides the attacker with more opportunity to observe the transaction prior to developing and executing an attack.  A transaction designed to be used only once by a specific customer poses a low (1) authentication risk.  Irregular use of the transaction by a specific customer poses a medium (3) authentication risk because there will be additional opportunities for a determined attacker to observe its use by the specific customer.  Scheduled use of the transaction by a specific customer poses a high (9) authentication risk because the attacker need only know the schedule to be able to observe the use of the transaction by the specific customer.

17.
How often will one customer/beneficiary use this transaction for its intended purpose? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




Scheduled





9


Irregular





3


One time only





1


Sum of the Values 


Notes:

This is the first of the three questions that elicit information about the characteristics of the transaction that would help prevent or detect attempts to compromise the authentication component of this transaction.  The answers are scored based on the timeliness and effectiveness of the mechanism for detecting the compromise.  More effective mechanisms have a higher score since they will provide a stronger balance against opportunities the attacker has to compromise the transaction.  The automated alert process provides low (1) protection because it relies on previously seen attacks.  The manual alert process, SSA re-contact, and third party alert processes provide medium (3) protection because each one is effective and can respond to new attacks, but they tend to be done in batches and therefore are not very timely.  Customer complaints are the most timely, most effective mechanism for discovering transaction compromises and are therefore considered to provide high (9) protection.

18.
Please check the 2 most important mechanisms that are in place detect the most customer-harmful compromise of this transaction (as identified in question 0)?
Transaction Owner
Group

(
Score
Value


1
2
3
4




Automated alert process





1


Manual alert process





3


SSA re-contact





3


Customer complaints





9


Third party information





3


Sum of the Values 


Notes:

This is the second of the three questions that elicit information about the characteristics of the transaction that would help prevent or detect attempts to compromise the authentication component of this transaction.  The most effective way to recover from an integrity compromise is to restore the customer record to the state it was in before the compromise.  This question determines the viability of doing so.  A transaction for which restoring the state of the database before the transaction occurred is hard provides low (1) protection.  A transaction for which restoring the state of the database before the transaction occurred is easy provides high (9) protection.

19.
How difficult would it be to undo (i.e., roll back) the effect of this transaction on SSA databases? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




Easy





9


Hard





1


Sum of the Values 


Notes:

This is the third of the three questions that elicit information about the characteristics of the transaction that would help prevent or detect attempts to compromise the authentication component of this transaction.  This question looks explicitly at the timeliness of the processes that are in place to detect a compromise of the transaction.  Answers are scored on the basis that quicker detection of the compromise provides greater protection.  If a compromise is not detected for a year or longer, it is considered to provide low (1) protection.  If a compromise is detected within months of occurring, it is considered to provide medium (3) protection.  If a compromise is detected within a couple of weeks of occurring, it is considered to provide high (9) protection.

20.
As currently designed, how long will it take to detect that an invocation of this transaction has been compromised? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




Hours





9


Days





9


Weeks





9


Months





3


Year





1


Longer





1


Sum of the Values 


Notes:

This is the third of the four questions that elicit information about the motivation (e.g., incentives and disincentives) for an attacker to compromise this transaction, in this case one of the disincentives.  This question looks at the strongest disincentive that SSA could use against an attacker who is caught and convicted.  This is a theoretical maximum—the next question considers the actual operational response.  No action against an attacker obviously provides a low (1) disincentive.  A loss of access to SSA transactions or a fine is considered to provide a medium (3) disincentive because it should make most attackers take notice of the consequences of their actions.  Being sent to prison is considered to provide a high (9) disincentive to attackers.

21.
If an attacker were to be caught, prosecuted, and convicted for causing the worst possible compromise of this transaction, what is the harshest punishment permitted by law? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




Prison





9


Fine





3


Loss of Access





3


No action





1


Sum of the Values 


Notes:

This is the fourth of the four questions that elicit information about the motivation (e.g., incentives and disincentives) for an attacker to compromise this transaction, in this case one of the disincentives.  This question complements the previous question by considering the disincentives that are actually implemented for attackers who get caught.  The transaction owners should be realistic, possibly even pessimistic, in their assessment.  No action against an attacker obviously provides a low (1) disincentive.  A loss of access to SSA transactions or a fine is considered to provide a medium (3) disincentive because it should make most attackers take notice of the consequences of their actions.  Being sent to prison is considered to provide a high (9) disincentive to attackers.

22.
If an attacker were to be caught causing the worst possible compromise of this transaction, what would be the most likely official reaction? (Check One)
Transaction Owner
Group

(
Score
Value


1
2
3
4




Prosecution, leading to prison





9


Prosecution, leading to a fine





3


Denial of access to SSA Internet services





1


No action





1


Sum of the Values 


Compute Authentication Risk
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+

+

+

+
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Q2

Q3
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+

–
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Protection
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Authentication Risk

=

X

X

X
(
–
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Value

Damage

Motivation

Opportunity

Protection


If AuthRisk is greater than…
…and less than…
…then the degree of authentication risk is

0
243
Low/Low

244
2,187
Medium/Low

2,188
19,683
Medium/Medium

19,684
177,147
Medium/High

177,148
N/A
High/High

Select Authentication Mechanism

Authentication
Risk
Transaction Media


Internet
Telephone
Mail

Low/Low
SSLv3/TLSv1 with pin only
ID# and PIN
Optional signature, Any class mail

Medium/Low
SSLv3/TLSv1 with pin and reusable password
Multiple Random Challenge/Response
Signature, Any class mail

Medium/Medium
SSLv3/TLSv1 with pin and one-use or one-time password
Caller ID and Multiple Random Challenge/Response
Signature, First-class mail

Medium/High
SSLv3/TLSv1 mutual authentication, browser-stored private key
Dial-back and Multiple Random Challenge/Response
Notarized signature, First-class mail

High/High
SSLv3/TLSv1 mutual authentication or electronic signature, token-stored private key
Dial-back, Caller-ID, and Multiple Random Challenge/Response
Notarized signature, Registered mail

Appendix C: Details of the Common Practices Analysis

Case Study #1: Large Government Research Agency

Overview

This case study involved a recent contractor conducted risk assessment at a large government research agency site.  The risk assessment covered all security operations and covered all areas of Automatic Data Processing (ADP) security to include information security and assurance.  The scope of this study restricted itself to assessing current authentication methods vice selecting alternate methods of authentication. 

Process and Procedure

In most cases, risk assessments were conducted both by agency personnel and contractors; however, this case study focuses on a recent risk assessment conducted by a contractor.  There had been an internal risk assessment done the year prior by government personnel and as a matter of policy all risk assessments were reviewed on an annual basis with a requirement to do a new evaluation every five years.  In this case, a contractor was used in order to obtain an independent review of security.

The contractor was very experienced in conducting risk assessments and had teams working in parallel, primarily in areas of physical security and information security.  The first step of the risk assessment was a complete analysis of prior operational reviews.  The contractor then assembled teams with expertise in the assessment’s four target areas: personnel, data, equipment loss, and down time.  These teams made extensive use of questionnaires, which served to collect data and to directly involve stakeholders in the risk assessment process.  The results of the questionnaire were fed into a series of matrix tools, which will be covered in detail in the next section.

Tools

The risk assessment tool was a matrix based on the DoD PHA Methodology.  The PHA methodology uses a quantitative and qualitative, judgmental criteria modified from Mil-STD-882C to determine the probability and severity of identified hazards.  Probability and severity are used to determine the risk presented by the hazard.  The matrix shown in Table 11 defines the five categorizes of probability used for this agency  

Table 11: Probability Determination Matrix

Level
Descriptive Word
Definition

A
Frequent/Certain
Likely to occur repeatedly or certain to occur at least once in system life cycle.

B
Probable
Likely to occur several times in system life cycle

C
Occasional
Likely to occur sometime in system life cycle

D
Remote
Not likely to occur in system life cycle but possible

E
Improbable
Probability of occurrence cannot be distinguished from zero

Each target area had five categories of severity, which clearly defined what constituted catastrophic, critical, significant, marginal and negligible severity. The matrix shown in Table 12 defines the five categories of severity as they relate to the target areas.

Table 12: Severity Determination Matrix

Category/ Adjective
Personnel
Data
Equipment Loss
Down Time

I

Catastrophic
Death
Classified Data Compromised or Lost
>$1M
>30 Days

II

Critical
Severe Injury/Illness
Sensitive Data Compromised or Lost
$100K - $1M
14-30 Days

III

Significant
Major Injury/ Occupational Illness
Any Data Compromised or Lost
$50K - $100K
2-13 Days

IV

Marginal
Minor Injury/ Occupational Illness
Data Inaccessible > 24 Hours or Unauthorized User Gained Access to the System.
$1K - $50K
1-47 Hours

V

Negligible
No 

Injury/ Occupational

Illness
Data Inaccessible < 24 Hours or Unauthorized User Attempted System Log On
$1K or less
<1 Hours

Risk determination was determined by a matrix, which plotted severity versus probability to determine the risk category of HIGH, MEDIUM, or LOW.  The matrix included a predefined definition of recommended action level for each risk category.  The matrix shown in Table 13 defines the three categories of risk used in this PHA.

Table 13: Risk Determination Matrix

Severity/ Probability
I Catastrophic
II  Critical
III Significant
IV Marginal
V   Negligible

A

Frequent/Certain
HIGH
HIGH
HIGH
MEDIUM
LOW

B

Probable
HIGH
HIGH
MEDIUM
MEDIUM
LOW

C

Occasional
HIGH
MEDIUM
MEDIUM
LOW
LOW

D

Remote
MEDIUM
MEDIUM
LOW
LOW
LOW

E

Improbable
LOW
LOW
LOW
LOW
LOW

Risk Level Actions:

· HIGH – Imperative to reduce risk as soon as possible.

· MEDIUM – Operations allowed with written and time limited waiver.

· LOW – Monitor and review periodically to determine changes.

Documentation and Follow-up

Risks and recommendations were addressed point by point in a written report and summarized in a table format.  The recommendations were based in an extensive database of risk mitigation procedures maintained by the contractor.  If an identified risk was not contained in the database an engineering team would evaluate the risks and produce a specific risk mitigation recommendation. Table 14 shows an example of the table format.

Table 14: Abbreviated Example of Follow up Report Table

Risks Identified
Recommended Risk Mitigation
Level of Risk
Reference

Password length insufficient
Enforce Windows NT minimum password length and institute password change policy 
Medium
Section 2 –page 3

The contractor in this study did not submit an implementation project plan.  All follow on actions to implement the recommendations was the responsibility of the government agency.

Case Study #2: Large Computer Services Company

Overview

This case study involved current risk assessment procedures for a large multinational computer services company.  The company uses in-house personnel to conduct all evaluations and has a large portion of the company dedicated to providing the same service to customers.  Risk assessments generally look only at authentication methods currently in use rather than being used to select alternate methods of authentication.

Process and Procedure

Process and procedure were an integral part of the company security program with particular emphasis on bringing together a variety of technical, architectural, and administrative security professionals in order to provide a variety of security services to the company and clients. To manage security services the following groups were developed with specific tools and subject matter experts to work within the functional areas:

· Information/Data Security.

· Physical Security.

· Collateral Security.

· Special Programs Security.

· Proprietary Data Security.

· Vulnerability Assessment and Risk Mitigation.

The vulnerability assessment and risk mitigation team personnel are drawn from all company locations, depending upon their security specialty and availability.  Each primary location or functional organization has a security specialist individual (Incident Control Officer) responsible for initially handling and managing any incidents requiring risk mitigation, damage assessment, recovery operations, or requests to initiate a vulnerability assessment.  This person performs the initial evaluation and escalates the security situation to the appropriate security personnel. Depending on the initial evaluation, an investigation or consultant staff leader can be assigned to determine which company security personnel are available and qualified to best perform the necessary tasks. 

The organization drew upon many functional groups to create a uniquely focused task force for each incident or assessment.  The expertise gathered from many diverse disciplines is marshaled by the Incident Control Officer to ensure that the applicable skills exceed the traditional focus of security.   If escalation of security issues is required during the risk assessment process, a more senior leader would be assigned in order to ensure resources were available as well as serve as a point of contact with senior management.

The following basic procedures serve a basis for all company vulnerability assessments:

· Review all security policies, practices, and procedures that are appropriate.

· Identify and evaluate available security support staff and their roles and responsibilities.

· Identify and review audit history, findings and recoveries.

· Identify and review systems, applications, network topographies, etc.

· Evaluate compliance with current security policies, practices, and standards. 

· Consult on risk mitigation strategies.

· Establish vulnerability assessment baseline.

· Assess applicable threat scenarios.

· Determine level of risk by plotting threat/vulnerability/value matrix.

· Evaluate and recommend risk mitigation strategies. 

· Investigate suspected or actual security breaches.

Tools

Vulnerability assessments were focused to determine the systemic vulnerabilities to threats, with the state of risk-reduction safeguards comprising the baseline measurements. Vulnerability assessments are designed to discover the state of the defenses employed to protect information assets using threat scenarios to target, but not to define the at-risk environment.  Teams use specific toolkit applications appropriate for the area of interest to include an assortment of automated tools to test for hardware and software vulnerabilities.  

Risks, once identified, are recorded and categorized on a risk assessment worksheet, associating with each an initial assessment.

Questionnaires are used by team members to conduct interviews with personnel within the business unit being evaluated.  The questionnaire served to answer questions and assess risk in specific areas as well as to spawn follow-on questions.  Table 15 shows an example of the questionnaire.

Table 15: Abbreviated Example of Risk Assessment Questionnaire

Risk Criterion
Scenario
Level of Risk

The User Environment

Is user responsibility and accountability properly defined?
Yes
LOW


No
HIGH



How committed is senior user management to security?
Extremely Enthusiastic
LOW


Supportive
MEDIUM


Neutral
HIGH


Not committed
VERY HIGH



Priority for security within user area?
High
LOW


Low
MEDIUM


Varied - more than one user or project with different priorities
VERY HIGH



How critical will system be to user area continuing operations when completed?
Minor impact
LOW


Significant impact
MEDIUM


Major impact
HIGH

Risks are discussed and reviewed by the team and reported as part of an overall analysis process.  Risks are analyzed qualitatively, assessing them for their probability of occurrence and likely impact on the project domains, which is usually defined as cost, time and performance.  This results in a rating of LOW, MEDIUM, HIGH or VERY HIGH for probability and impact, as shown Table 16 below. 

Table 16: Probability and Impact Ratings


Probability %
Impact

LOW
>0 to 30
>0 to 3

MEDIUM
>30 to 50
>3 to 5

HIGH
>50 to 70
>5 to 7

VERY HIGH
>70 and <100
>7 to 10

Documentation and Follow-up

The risk assessment is well documented and four separate reports are produced and provided to management. All documentation is maintained as a basis for subsequent assessments.  The first report is produced as soon as the initial vulnerability assessment is complete.  This serves as an interim report, and it highlights areas where immediate notification or action is required. The second report, the Discovery Report of Findings, is the main report and covers all aspects of the vulnerability assessment.  A third report outlines detailed recommendations based on the Discovery Report of Findings.  If required, a fourth report, a project plan to implement the recommendations, is be produced by the risk assessment team. 

Case Study #3: Multinational Oil Company

Overview

This case study involved risk assessment procedures for a large oil company with a wide range of global operations.  The company has been using risk assessments as an integral part of operations since the 1980’s.  Since 1995, a more structured approach was developed which incorporates computer-based tools.  Risk assessments are conducted at least every three years or prior to any significant change in operations or security.

Process and Procedure

Risk assessments are conducted with in-house personnel and coordinated through a regional security coordinator, who in turn works with a business unit central security coordinator.  The team leader for the assessment is selected outside the business unit being evaluated in order to ensure objectivity.  Knowledgeable individuals from the business unit being evaluated are identified and serve as the main source of data.  A separate corporate group provides a company-wide baseline risk assessment, which serves as a starting point for the evaluation team.

The initial step in the process is to conduct interviews with the knowledgeable individuals and to review related documentation. The interviews are used to develop scenarios of possible undesired and damaging events.  In developing scenarios, risk assessment teams considered how current organizational policies or procedures could compromise the information resources and ultimately damage the company. Considerations included disclosure of information to unauthorized individuals and organizations, loss of information, and inability to access company information due to computer malfunction.

Tools

Once the scenarios are complete, the team ranks the scenarios according to how severe the effects of their damage or loss would be.  The company has adopted and modified categories originally developed by the DoD to categorize damage as follows.

· Category I: Death, loss of critical proprietary information, system disruption, or severe environmental damage.

· Category 11: Severe injury, loss of proprietary information, severe occupational illness, or major system or environmental damage.

· Category III: Minor injury, minor occupational illness, or minor system or environmental damage.

· Category IV: Less than minor injury, occupational illness, or less than minor system or environmental damage.
The team then ranks the probability of scenarios materializing. The following categories are used for this ranking.

· Category A: Frequent – Possibility of repeated incidents.

· Category B: Probable – Possibility of isolated incidents.

· Category C: Occasional – Possibility of occurring sometime.

· Category D: Remote – Not likely to occur.

· Category E: Improbable – Practically impossible.

After severity and probability levels are identified, the team compares them to a set of four categories that describe the company's policy.  The accompanying category descriptions define the severity levels and required action.  The matrix shown in Table 17 is used to perform this analysis:

Table 17: Category and Severity Levels

Severity Level
Frequent
Probable
Occasional
Remote
Improbable

I High
Risk 1
Risk 1
Risk 1
Risk 2
Risk 3

II
Risk 1
Risk 1
Risk 2
Risk 2
Risk 3

III
Risk 1
Risk 2
Risk 2
Risk 3
Risk 3

IV Low
Risk 3
Risk 3
Risk 4
Risk 4
Risk 4

Legend:

Risk 1 = Undesirable and requires immediate action

Risk 2 = Undesirable and requires corrective action, but some discretion allowed

Risk 3 = Acceptable with review by management

Risk 4 = Acceptable without review
The above steps are facilitated by the use of an internally developed software program, which captures information on scenarios.  The software proposes corrective actions based on a list of security controls built into the software.

For each scenario requiring risk reduction, the team identifies one or more possible corrective actions from a list of suggested corrective actions predetermined by the organization.  The organization has established guidance on suggested types of corrective actions for each of the four risk categories.  The team selects the most appropriate corrective actions based on the ability to reduce the probability of a potential scenario balanced with the cost to implement the proposed solution.

Documentation and Follow-up

After the team develops and recommends corrective actions, it prepares an exit briefing to discuss the assessment findings with the business unit's management, with an emphasis on high-risk scenarios.  The central coordinator then prepares a draft report, using a standard format, and distributes the report to team members for comment. To ensure objectivity, each team member independently reviews the draft. The team leader considers team input, finalizes the report, and provides it to the business owner. 

The business unit is then tasked to develop an action plan for implementing the report recommendations. If the business unit decides not to implement a recommendation associated with higher risk scenarios, it must document justification and suggest an alternative solution for reducing the risk.  Senior business unit managers document approval of the plan in writing and send copies to both the central and regional security coordinators who monitor the status of each recommendation until the recommendation is implemented.

Case Study #4: Financial Services Company

Overview

This company handles large-scale financial transactions and views its IT infrastructure as a strategic asset.  The company has been performing risk assessments for 15 years and has developed a standardized process that allows for latitude by each individual business unit.  Risk assessments are initiated based on a variety of business and technical factors, however critical information systems are generally evaluated annually.  

Process and Procedure

Each business unit tasks an individual, usually in writing, with the responsibility of facilitating, coordinating and executing the risk assessment.  This individual organizes an assessment team from personnel with specific areas of expertise that affect the business unit and is directly supported by the IT staff.

As a first step, preliminary documentation is gathered; and any previous risk assessments are reviewed to establish a baseline.  A standardized questionnaire, that serves to identify compliance or non-compliance with company security standards, is then sent to participants.  The questionnaire covers nine control elements to include existing authentication procedures.  The questionnaire then serves as a basis to facilitate discussion between team members and as a tool to evaluate risk levels based on a ranking of LOW, MEDIUM, or HIGH.

Tools

The company used a standardized questionnaire as the primary tool for evaluation and documentation.  The process was entirely manual with the results of the questionnaire being fed into database that was made available to other business units. Table 18 shows an example of the questionnaire.

Table 18: Abbreviated Example of Standard Questionnaire

Operating System
Network
Data store
Application

Control Elements
Complies
Discuss
Complies
Discuss
Complies
Discuss
Complies
Discuss

1. Authentication

The identity of all users currently logged into the system must be maintained









All data passed via the network must identify the originator









2. Access Control

Only authorized users may have access









Network access must be based on a business requirement









Documentation and Follow-up

Once risks are identified, security solutions and recommendations are proposed that are feasible and can be implemented in a reasonable amount of time.  Otherwise, the risk must be accepted and a risk acceptance statement is created.  If the risk is exclusive to the business unit, then that unit manager can approve it.  If the risk affects multiple units, then the risk acceptance escalates to higher management levels.

If a solution is feasible, then the business unit’s IT manager is responsible for developing an action plan that documents recommendations to mitigate all exposure.  After all recommendations are implemented, an additional analysis is conducted to ensure that the solutions have been properly implemented.  As previously stated, all risk assessments are documented in a database and paper copies are also maintained.  Additional summary documentation is provided to corporate level management.

Case Study #5: Government Regulatory Organization

Overview

This government regulatory organization consists of a central office and several regional offices.  The organization has always utilized risk assessments; however, a more standardized approach was implemented in 1995.  Risk assessments are required by policy to be conduced by business units at least annually.  

Process and Procedure

Business unit managers determine the scope of an assessment and are tasked with establishing a risk assessment team.  A representative from the regional security office briefs team members on the risk assessment methodology and provides organizational guidance on conducting assessments.

Risk assessment teams use predefined categories that must be addressed in each assessment. The government central office has included these categories into a detailed set of guidelines and has also prepared a training manual that provides detailed step-by-step procedures.  The categories break down into five areas of vulnerability that are incorporated into a risk assessment matrix.  

Tools

Risk assessment teams evaluate possible threats and assign a risk of HIGH, MODERATE, or LOW to show the possible effect of the damage. The team uses the matrix shown in Table 19 to assist in its analysis of risk.

Table 19: Abbreviated Example of Risk Assessment Matrix

Areas of Vulnerability and Possible Damage
Risk of Monetary Loss
Risk of Productivity Loss
Risk of Loss of Customer Confidence


H
M
L
H
M
L
H
M
L

Personnel

Unauthorized disclosure, modification or destruction of information










Inadvertent modification or destruction of information










Nondelivery or misdelivery of service










Denial of service










Facilities and equipment

Unauthorized disclosure, modification or destruction of information










Inadvertent modification or destruction of information










Nondelivery or misdelivery of service










Denial or degradation of service










After completing the matrix, the team makes a summary of its findings by assigning a risk level to each of the five areas on the matrix.  The team does this by looking at the four potential types of damage and assigning a risk level of HIGH, MEDIUM, or LOW to each area.  The team then agrees to an evaluation of overall risk. Table 20 shows an example of a risk assessment summary table.

Table 20: Risk Assessment Table


Risk category

Areas of Vulnerability
Monetary Loss
Productivity Loss
Loss of Customer Confidence
Overall Risk

Personnel





Facilities





Applications





Communications





Software and operating systems





After determining the overall risk levels the team identifies the minimum controls that are outlined in the organizational guidelines and compares them to the controls already in place.  A gap analysis is conducted to determine what, if any, controls need to be implemented.  If required, the business unit manager is tasked with developing an action plan to implement the controls.  If the business unit feels that the controls are cost prohibitive or the time to implement to lengthy, a waiver may be submitted.

Documentation and Follow-up

The risk assessment table serves as the primary means of documentation and a copy is provided to the regional office. In addition, a short statement, summarizing the outcome and the decision making process, is prepared by the team.

Any follow on action plans are documented and forwarded to the regional office along with any documentation to support any waiver requests.

The regional office now uses an internally developed software program to monitor compliance with standard policies.  The program is accessible via a central database with distributed access to personnel who are responsible for ensuring compliance.

Case Study #6: Computer Hardware and Software Company

Overview

This company provides network hardware and software to customers throughout the globe, with an operational network in over 68 countries. The company has a well-established risk assessment process that utilizes both qualitative and quantitative methods and has developed a highly automated process.  Risk assessments are initiated based on the importance of the operation and the date of the last assessment.  Generally risk assessments are accomplished annually, however, extremely critical operations information systems can be evaluated more often.

Process and Procedure

Business unit managers are responsible for conducting risk assessments, which begins by forming a team of technology and business experts.  To support the risk assessment, the company has a cadre of experts to perform specific tasks as well as serve as facilitators across the company.  The risk assessment process involves using a questionnaire to gather data on critical operations and then performs a gap analysis with existing control requirements.  The company has developed a software application that automatically performs this comparison and provides a list of potential solutions for identified gaps.

The process of determining the valuation of the operation is performed as a separate phase.  The team determines a subjective valuation and is assisted by additional personnel with expertise in finance.  The information is used to determine the significance of the gap analysis conducted on control deficiencies.

Tools

The team completes the questionnaire, which is continuously updated, and consists of 260 multiple choice questions.  The questions are designed to exactly capture the existing operations and controls.  Following is an abbreviated example of the questionnaire.

· Estimate the percentage of user population accessing this application regularly from the following sites. From those sites with access, enter the percentage value for the appropriate site. (Total of all answers may exceed 100%.)

· From primary organization campuses.

· From private homes.

· From kiosks.

· From contractor, partner, or supplier sites with whom there is a written contract to manage info-security.

· From customer sites.

· From sites with nomadic accounts.

· From executive suites.

· From anywhere.

· From contractor, partner, or supplier site without info-security contrac.

· Unknown.
· Estimate the number of administrators and other key staff listed below for this application system.  [Comment: The purpose of this question is to determine the number of people who are in key positions to effect the security of the system. Please be sure to count the number of staff associated with this application from all organizations involved.]

· Database administrators.

· Application administrators.

· System administrators.

· Access control and account administrators.,

· Technical support operations.

· Security administrators or coordinators.

· IT developers.

· Unknown.
Once the questionnaire is completed a rigorous quality review is conducted to ensure completeness and consistency of the data.  After the review the results are entered into the software application where a gap analysis is conducted against an extensive database.  The result of the analysis produces solutions to achieve compliance with control objectives.  The results are reviewed by a group that applies an additional software tool that evaluates numerous factors such as number of users and effects on other systems.   Based on the determinations made by the application, final recommendations are made.  Independent reviews by systems engineers are completed when necessary to determine the feasibility of recommendations.

Documentation and Follow-up

The risk assessment process produces a number of standard reports to include a risk analysis report, a recommendation for a security engineering design review and an estimation of cost for each countermeasure.  The business unit head decides what new controls to implement and has the ability negotiate alternative actions if the recommendations are not cost effective.

The company uses over 12 management reports to monitor the progress in following up on the goals of risk assessments in addition to extensive audit and measurement procedures.
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� If additional aspects of Internet security such as confidentiality, message integrity, and non-repudiation are required, then passwords will not be able to do the job—a public-key based technology, such as a client certificate, will be necessary.


� Note that all systems of records are protected by the Privacy Act.


� In fact, an attempt to connect to the http port at www.ssa.com was successful.  It was a Web site “under construction” containing software advertising links.  The numerical Internet Address of the site is 209.210.67.128.  There was no attempt to fraudulently masquerade as SSA at the time of the test, but doing so would be trivially easy.


� The protocols provide the option of using weak encryption (e.g., 40-bit symmetric key) and weak signing (e.g. 512-bit asymmetric key).  However, servers can be configured to allow use of only acceptably strong cryptographic suites, which we assume.


� The biometrics devices option in Table 6 combines some of the Table 5 values, so its cost number is higher than the average value given in the latter.


� This is due to the fact that we have given the Exposure and Importance variables equal weight.  This is an important simplifying assumption, but one that could be dropped in future versions of the model.
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